The Data Heterogeneity Issue Regarding COVID-19
Lung Imaging in Federated Learning

by

Fatimah Saeed Alhafiz

A thesis submitted for the requirements of the degree of Doctor of
Philosophy in Computer Science

Faculty of Computing and Information Technology
King Abdulaziz University
Jeddah, Saudi Arabia
Dhu al-Qi’dah 1446 H - May 2025 G



The Data Heterogeneity Issue Regarding COVID-19
Lung Imaging in Federated Learning

by

Fatimah Saeed Alhafiz

A thesis submitted for the requirements of the degree of Doctor of
Philosophy in Computer Science

Advisor

Prof. Kamal M. Jambi

Faculty of Computing and Information Technology
King Abdulaziz University
Jeddah, Saudi Arabia
Dhu al-Qi’dah 1446 H - May 2025 G






The Data Heterogeneity Issue Regarding COVID-19
Lung Imaging in Federated Learning

by

Fatimah Saeed Alhafiz

A thesis submitted for the requirements of the degree of Doctor of
Philosophy in Computer Science

Name Signature

Advisor

Computer -

Kamal M. Jambi Professor Sciences ! o

Internal Examiner

. . ! ‘Computer —
Fathy Eassa Professor e ('“-.- =
Sciences
External Examiner
Computing S _——-—..‘_)
e ] and ~ o A
Jamel FEKI Professor . . N T i
Information oL

Technology

Faculty of Computing and Information Technology
King Abdulaziz University
Jeddah, Saudi Arabia
Dhu al-Qi'dah 1446 H - May 2025 G



Copyright

All rights reserved to King Abdulaziz University. It is not permitted to copy or
reissue this scientific thesis or any part of it in any way or by any means except with
the prior written permission from the author or the scientific department. It is also
not allowed to translate it into any other language and it is necessary to refer to it

when citing. This page must be part of any additional copies.



Dedication

This thesis is lovingly dedicated to my parents, whose unwavering support, encour-
agement, and sacrifices have been the foundation of my journey. To my husband for
his patience, understanding and steadfast belief in me throughout every step of this

process.

To my beloved children, Abdulhadi, Ali, Saeed, and the flower of our family, Reema,

whose love and laughter have been a source of endless joy and motivation.

And to Professor Abdullah Basuhail, whose boundless wisdom, patience, and en-
couragement have guided me through my doctoral journey. From the earliest con-
ception of research ideas to the final stages of manuscript preparation, his mentorship
has been a constant source of inspiration and strength. Though he retired before my
defense presentation, his influence endures on every page of this work. I am forever
grateful for his dedication to my growth as a scholar and for his profound impact on

my professional and academic life.

Each of you has played a unique and invaluable role in this achievement and for that

I am forever grateful.



Acknowledgments

First and foremost, I am profoundly grateful to Allah for granting me the strength,

perseverance, and wisdom to complete this thesis.

I would like to express my deepest gratitude to my primary supervisor, Professor
Abdullah Basuhail, for his invaluable guidance, encouragement, and unwavering
support throughout my doctoral journey. His expertise, patience, and dedication to

my academic and personal growth have been instrumental in shaping this work.

I am also deeply thankful to Professor Kamal Jambi for graciously accepting the
role of supervisor in the final stages of this research. His thoughtful feedback,
constructive criticism, and confidence in my abilities have been essential in bringing

this thesis to its successful conclusion.

My heartfelt thanks go to my parents, whose love, prayers, and steadfast belief in
me have been my constant source of strength. Their sacrifices and encouragement

have made every milestone possible.

To my husband, thank you for your support—your understanding, patience, and

encouragement have carried me through every challenge and triumph.

To my beloved children—Abdulhadi, Ali, Saeed, and Reema—your laughter, love,

vil



and innocence have reminded me of life’s true joys and kept me balanced throughout

this journey.

I am also grateful to my brothers, sisters, colleagues, and friends for their insights,
camaraderie, and moral support, which have enriched my experience in countless

ways.

Finally, I extend my appreciation to King Abdulaziz University, my department, and
all members of the faculty and staff who provided the resources and encouragement

necessary for this research.

To you all, thank you for being an integral part of this accomplishment.

viii



Abstract

Federated Learning (FL) has emerged as a transformative paradigm for privacy-
preserving collaborative machine learning, particularly well-suited for domains
such as healthcare, where data sensitivity and institutional silos pose significant
barriers to centralized model training. This thesis investigates the application of
FL for COVID-19 diagnosis using lung imaging, focusing on how non-independent
and non-identically distributed (non-IID) data across institutions affects model per-
formance, convergence, and reliability. A central contribution of this work is the
systematic characterization of medical data heterogeneity that arises in real-world
federated settings, especially under the constraints and variability introduced during
the COVID-19 pandemic. Six distinct types of data heterogeneity are defined, math-
ematically modeled, and evaluated within a simulated FL framework. These include
variations in label distribution, sample quantity, imaging modality, and demographic
attributes. Experimental results demonstrate that extreme label skew, where a single
institution holds data with a unique label, leads to the most significant degradation in
global model performance. In contrast, other forms of skew, such as quantity skew
and label distribution skew, allow the federated model to retain a higher degree of
generalizability and maintain acceptable diagnostic performance. This thesis offers

a detailed exploration of the comparison between global generalization and local

1X



personalization in FL under non-IID conditions. It identifies critical challenges and
provides insights into designing more valuable federated frameworks for medical
imaging. By evaluating FL in diverse heterogeneity settings, this work contributes
to researchers developing more robust, generalizable, and clinically applicable di-

agnostic models in healthcare Al

Key Word: Federated learning, Data heterogeneity, Non-1ID, Generalization met-

ric, Personalization metric
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Chapter 1

Introduction

1.1 Introduction

[COVID-19]is a worldwide pandemic that was first reported in December 2019 and
has continuing effects on people all over the world, with the virus transforming into
multiple strains [1]]. The number of infected cases has increased exponentially, and
the number of reported deaths reached more than 7 million in 2025, according to
the World Health Organization (WHO) [2]. The pulmonary system serves as the
principal target of infection for severe acute respiratory syndrome COVID-19, with
profound hypoxemia identified as the leading cause of mortality in the most severe
instances.

The manifestation of COVID-19 exhibits extremely heterogeneous regarding its
severity, clinical presentation, and, significantly, its worldwide prevalence[3]. While

a majority of individuals diagnosed with the acute infection ultimately achieve
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recovery[4]], a substantial number persist in experiencing long-term complications
that impact multiple organ systems, including the lung[3]. The precise pathobiolog-
ical mechanisms underlying the pulmonary vascular complications associated with
COVID-19, particularly in both the acute and chronic phases of the disease, remain
inadequately elucidated and are not fully comprehended within the current scientific
literature [3]]. The lack of reliable information about the behavior of COVID-19
(e.g., how it is spread, variants of individual symptoms, and unstable responses to
treatment strategies) has created a need for collaboration to collect more data about
the virus.

Imaging equipment is one way to understand the virus behaviors and diagnosing
the lung damage in the initial phase of the infection provided justifiable relations
over different populations. Also, screening for uncertain, risky cases or to reduce
the time and complexity of manual reverse transcription-polymerase chain reaction
[RT-PCR] tests reduces the misdiagnosis rate of manual RT-PCR]tests by 30% [6].
However, the continuous increase in the number of COVID-19 infections, many
medical images have been produced. The increase in these images leaves hos-
pitals with two challenges. First, interpreting medical images requires radiology
experts for manual labeling, segmenting, and annotating. The limited number of
radiologists in hospitals creates challenges for accumulating these data. There is a
need to assist radiologists working alone to develop individual deep learning (DL)
models locally as an embedded software in computer-aided diagnosis[CAD]|systems
to interpret these images promptly for the diagnosis, treatment, and prognosis of
COVID-19 from lung testing. Deep learning is a subset of machine learning that

uses multi-layered artificial neural networks to model complex patterns in data. It
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helps machines recognize patterns of different diseases from images, as shown in

Figure [T.1] (a) [3]

Bam1 [—>  Model1
[ Data 1
\Data 1) A — Model 1 Model 3
(Daz [ Mosel2 - — |5 Data 3
— Data 1 Data 3 \Dam

‘--—--’_I-b Integrated 4J_‘--—--’
. . Datasets Global Model

- Model 2 Model N
[DataN}l—) Model N

T Dataz Data N :;"

@ | Data 2‘ t© \Data N)

Figure 1.1: Training techniques for distributed data: (a) individual training tech-
nique, (b) centralizing technique, and (c) federated learning technique.

The second challenge is the reported results of an individual training model of data
from single sources, which lack diversity of infected cases and produce bias due
to the locality of the patient population. Hence, the generalization measure of that
model will be inefficient for testing new data from out-of-sample [[6]. The alterna-
tive solution is collecting and standardizing medical images at a single point may
be effective for improving diversity and generalization problems as shown in Figure
[I.1) (b). However, this requires large amounts of storage capacity, computational
resources, communication bandwidth and security management for accessing and
retrieving data at the central data point [[7]. Furthermore, data governance policies
preserve patient privacy and prevent the sharing of medical data that may reveal
sensitive information about patients, even with anonymization technology, which
limits the efforts of medical and health institutions to benefit from DL systems [3].
FL is a paradigm that allows for distributed points to train their data locally without

the need to share actual data as shown in Figure[I.T](c). It collects only the weights
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(i.e., learning parameters/gradients) from different parties and computes the global
model from distributed training. FL techniques are successful for medical image
applications, such as disease diagnosis [9], segmentation [[6] and treatments [10],
and they result in higher accuracy than centralized learning [[11]. Distributed pro-
cessing of sensitive information has motivated researchers to utilize FL to overcome
the lack of information about COVID-19 [12].

FL’s capacity to generate learning models from large, diverse datasets makes it par-
ticularly effective in mitigating the widespread distribution challenges pertaining to
COVID-19 imaging data. For instance, FL systems have successfully identified po-
tential COVID-19 cases before the first reported patient date [[13]]. However, despite
its effectiveness in analyzing distributed data, FL faces significant challenges re-
lated to data heterogeneity, which can negatively affect overall model performance.
Diverse imaging equipment and a lack of uniformity in medical imaging acquisition
have led to disorganized and scattered data collections worldwide [I8]. This variabil-
ity further complicates the problem of virus heterogeneity manifestation, making it
challenging to establish consistent diagnostic and analytical models.

In FL, data heterogeneity is referred to as the non-independent and non-identically
distributed (non-IID) issue, where variations in data distributions across institutions
hinder model convergence and reduce generalization performance. Several studies
have evaluated non-IID data by partitioning the datasets in different non-IID settings.
While some studies report stable global model performance [[14], Nguyen et al. [15]
observed that performance can degrade by up to 50% due to non-IID data. These dis-
crepancies often result from variations in data skewness across distributed datasets.

Medical imaging datasets, in particular, exhibit unique characteristics, including
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differences in patient demographics, imaging modalities, acquisition techniques,
and storage formats. Proper consideration of these factors during FL partitioning is
essential to accurately interpret results under non-IID conditions.

This research focuses on the challenges associated with data heterogeneity in FL.
and explores potential opportunities for leveraging FL on available COVID-19 lung
imaging datasets for diagnosis and classification applications. Additionally, it de-
fines real-world data distributions for COVID-19 lung imaging and analyzes their
impact under different metrics, highlighting the obstacles posed by data heterogene-
ity in FL.

The study adopts a horizontal FL architecture, which enhances control over data pri-
vacy, security, and participant evaluation. Within this framework, two key metrics
assess model performance: the generalization metric evaluates the global model’s
ability to handle unseen external data [16], while the personalization metric mea-
sures how well the updated model aligns with the specific characteristics of local
datasets. While some studies prioritize improving generalization at the central node
[L7]], others focus on enhancing personalization [18]. We describe the open issues
related to understanding the impact of non-IID data in FL, as achieving an opti-
mal balance between generalization and personalization is crucial for robust model

performance.

1.2 Research Problem

The effectiveness of Federated Learning (FL) in medical imaging, particularly for

COVID-19 lung diagnosis, is significantly impacted by data heterogeneity, com-
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monly referred to as the non-independent and non-identically distributed (non-IID)
issue. Variability in imaging equipment, acquisition protocols, patient demograph-
ics, and data storage formats leads to inconsistencies across distributed datasets,
affecting model convergence and generalization. While FL enables collaborative
model training without sharing sensitive patient data, the presence of non-1ID data
introduces biases that degrade performance, potentially reducing diagnostic accu-
racy and limiting the applicability of FL in real-world medical settings.

Despite existing research efforts, there is no comprehensive understanding of how
different types of non-IID data impact FL performance, nor is there a standardized
approach to mitigating these effects. Studies have reported conflicting results, with
some demonstrating stable global model performance, while others indicate per-
formance degradation due to data heterogeneity. These discrepancies arise from
variations in data distribution skewness, making it challenging to generalize FL.
models across diverse medical institutions.

Therefore, this study aims to systematically analyze the impact of non-IID data on
FL performance in COVID-19 lung imaging by defining real-world data distribu-
tions and evaluating their effects under various types of skewness. Additionally, it
explores potential strategies for balancing global generalization and local person-
alization to enhance FL model robustness. Addressing these challenges is crucial
for improving the reliability of FL in medical imaging applications and ensuring its
effectiveness in collaborative healthcare environments. Understanding the implica-
tions of these findings could lead to more effective deployment of federated learning
frameworks, ultimately advancing diagnostic accuracy and patient outcomes in a

variety of clinical settings.
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1.3 Research Motivation

Accurate diagnosis of COVID-19 remains a challenge due to the virus’s dynamic
nature, which manifests heterogeneously in lung imaging across diverse patient pop-
ulations. Variations in imaging equipment, acquisition protocols, and demographic
factors further complicate the development of reliable diagnostic models. FL has
emerged as a promising approach to leverage DL to extract global insights from
distributed and privacy-sensitive medical datasets. Unlike traditional centralized
learning, FL allows institutions to collaboratively train models without sharing raw
patient data, addressing critical privacy concerns in medical Al applications. How-
ever, the heterogeneity of medical imaging data, poses a significant challenge to FL.
model convergence and generalization.

This research is motivated by the need to:

» Evaluate the impact of realistic data heterogeneity on FL performance by

simulating different non-IID scenarios in COVID-19 lung imaging.

» Assess FL's ability to balance global generalization and local adaptation to

ensure both diagnostic accuracy and site-specific relevance.

* Visualize and analyze key performance metrics to provide a detailed assess-
ment of how various non-1ID distributions affect model convergence and

predictive accuracy.

By addressing these critical aspects, this study aims to advance the understanding
of FL's limitations and optimization strategies in medical imaging, paving the way

for more reliable and privacy-preserving Al-driven healthcare solutions.

7
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1.4 Research Questions

This research aim to answer the following questions:

What are the types of non-IID data distributions in [HFL] have the effect on FL

model convergence and generalization?

* How does data heterogeneity (non-IID distribution) impact the performance

of FL models in COVID-19 lung imaging?

* Which skew type have the most negative effects of non-IID data in medical

imaging applications?

* Which evaluation metrics best capture the performance of FLL. models under

different non-IID conditions in real-world medical imaging datasets?
* What are the key technical and computational challenges in implementing FL.

for heterogeneous COVID-19 imaging data?

These questions will guide the study in analyzing the impact of non-IID data in
FL while exploring potential solutions to improve model robustness and clinical

applicability.

1.5 Research Objectives

The primary objective of this study is to investigate the impact of data heterogeneity

on FL performance in COVID-19 lung imaging and explore strategies to enhance

8
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model robustness. The specific objectives are as follows:

1. Assess the Applicability of FL in COVID-19 Lung Imaging
 Evaluate the feasibility and benefits of implementing FL for processing
and training distributed COVID-19 lung imaging data.
* Identify the imaging modalities, equipment variations, and institutional
differences that influence FL. model performance.
2. Analyze FL System Design and Implementation Constraints
* Provide a comprehensive overview of FL frameworks, outlining key
variables affecting implementation in medical imaging.
* Examine the practical constraints and technical challenges of deploying
FL in real-world healthcare settings.

3. Investigate Data Heterogeneity and Its Impact on FL

* Define and characterize different types of data heterogeneity (non-1ID)
in FL, including their effects on model convergence, generalization, and

personalization.

* Formulate mathematical representations of various types of data skew-

ness to quantify their impact on FL performance.

4. Evaluate the Effects of Non-IID Data on FL Metrics

* Analyze how different types of data heterogeneity influence global model

generalization and local model personalization.
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* Conduct systematic experiments under multiple non-IID conditions to

assess FL's adaptability and performance stability.
5. Interpret FL. Model Performance Across Distributed Institutions
* Investigate the implications of real-world data heterogeneity on FL out-
comes in collaborative medical imaging.
* Compare results across different institutions and evaluation metrics to
ensure reliable and unbiased model assessments.
6. Identify Research Gaps and Optimization Strategies for FL
* Highlight limitations in existing FL research related to medical imaging,
particularly in handling non-IID data.
* Propose potential solutions and optimization techniques to improve FL
model robustness in heterogeneous data environments.
7. Address Broader Challenges in FL for Medical Imaging
* Summarize key challenges in FL, such as data privacy, communication
efficiency, and system heterogeneity.
* Provide a holistic perspective on improving FL. frameworks for broader
medical applications beyond COVID-19.

8. Explore Future Directions for FL in COVID-19 and Beyond

* Investigate the potential of FL in analyzing COVID-19 effects on lung

and internal organ imaging.

10
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» Suggest pathways for extending FL applications in medical diagnostics

and advancing collaborative Al-driven healthcare solutions.

By achieving these objectives, this study aims to enhance the understanding of FL’s
potential in medical imaging, address critical challenges posed by data heterogeneity,
and contribute to the development of more robust, generalizable, and personalized

FL frameworks for healthcare applications.

1.6 Research Contributions

The significant contributions of this research are the following:

1. Find out the applicability and benefits of implementing FL to process and train
the distributed data of COVID-19 lung using various imaging modalities and
equipment, identifying the imaging types and modes available in distributed

hospitals and medical institutions.

2. Provide an overview of the FL system and describe the variables of imple-
mentation and the practical constraints in the medical field. Also, investigates
the progress made in developing FL frameworks to train medical images and
identifies areas that require further effort to overcome the pitfalls of distributed

learning performance.

3. Provide detailed descriptions of the data heterogeneity issue, identify the met-

rics that could be affected by that issue, and offer a mathematical description of

11
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the problem for each type of skewness, along with valuable research directions

to mitigate the impact of data heterogeneity.

4. Tllustrate the effects of various types of skewness on both generalization and

personalization metrics.

5. Interpret the results and highlight the implications of real-world data hetero-
geneity for FL. model performance across all participating institutions and

evaluation metrics.

6. Emphasize the other prevalent FL issues concisely to offer a comprehensive

perspective for research on the FL environment.

7. Describe potential avenues for future research to explore how COVID-19
affects the lung and internal organs through imaging data, referencing ongoing
studies that take into account relevant factors from a medical and radiology

point of view.

By addressing these critical aspects, this study comprehensively analyzes data het-
erogeneity’s impact on FL performance, offering valuable insights into model ro-
bustness under varying conditions. These findings will advance the development of

FL systems in COVID-19 lung imaging and beyond.

1.7 Thesis Organization

The organizational structure of this thesis is as follows:

12
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Chapter 2 presents literature review which provides a comprehensive overview of
the federated learning (FL) paradigm and its applications in medical imaging, with
a particular focus on COVID-19 datasets. It examines the challenges posed by data
heterogeneity, categorizes different types of skewness, and identifies key sources of
bias. Furthermore, it reviews existing approaches aimed at mitigating these issues
and highlights current research trends and potential opportunities for leveraging FL

to enhance the robustness of COVID-19 image analysis.

Chapter 3 presents a design analysis of the proposed FL algorithm, emphasizing the
impact of non-independent and identically distributed (non-1ID) data. Various types
of data heterogeneity and their implications for model convergence and performance

are explored.

Chapter 4 details the implementation framework, outlining the system architecture,
computational setup, and key design choices made to facilitate federated learning in
the medical imaging domain, and we describes the strategies used for partitioning
data in a non-I1ID manner, as well as the evaluation metrics employed to assess the

performance of the proposed approach.

Chapter 5 presents the experimental results, providing quantitative and qualitative
analyses of the algorithm’s effectiveness under different data distributions. We
discusses the findings derived from the experimental results, offering insights into

the observed trends, challenges, and the impact of non-IID data on FL performance.

Chapter 6 concludes the thesis by summarizing the key contributions and findings,
highlighting their significance in the broader context of FL for medical imaging,

and proposing directions for future research. We outlines limitations and provides

13
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recommendations for improving the efficacy of FL in medical image analysis. It
discusses potential avenues for future work, including algorithmic enhancements,

data augmentation strategies, and domain-specific optimizations.

14



Chapter 2

Literature Review

Creating data silos in medical imaging has demonstrated significant potential for
achieving high generalizability and generating valuable insights, as exemplified by
the (ENIGMA) project [19]. By integrating medical imaging data from 70 dis-
tributed sites, ENIGMA identified factors associated with brain diseases that would
have been unattainable by individual sites working in isolation. However, this pro-
cess required substantial computational resources and a considerable investment in
security to ensure the safe handling of data and the development of generalizable
models. Furthermore, it posed challenges to privacy regulations, which are primar-
ily designed to prevent the disclosure of sensitive patient information.

FL offers an innovative solution for researchers in the medical field to leverage
large-scale datasets while avoiding the risks and costs associated with centralized
data storage. This paradigm enables hospitals and clinical institutions to collabo-

rate effectively without directly sharing patient data, addressing privacy concerns
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and compliance with governance regulations. As a result, many institutions are

increasingly adopting or developing FL software to facilitate such collaborations.

In this chapter, we provide an overview of FL and delve into the specific context
of COVID-19 medical imaging datasets. This sets the stage for a discussion of the
challenges posed by data heterogeneity, which are explored in greater detail in the
subsequent subsections. Finally, we review related works at the end of this chapter,

highlighting key studies that have addressed similar challenges.
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2.1 FL Overview

FL is a technology for implementing DL over distributed data in multiple distinct
sites without the need to share data from hospitals or medical institutions. To
compute a global model, nodes upload only the local weights, also known as learning
parameters or theta values, to a central point and then download them again [20].
FL takes one of two common design architectures: central aggregation or peer-
to-peer architecture (P2P). In centralized aggregation, a central server coordinates
the participant nodes, computes the global model, and communicates with the
nodes, resulting in higher performance and flexibility, as illustrated in Figure 2.1]
P2P proposes more a reliable and secure architecture to prevent a central point of
failure in aggregation. It is a fully distributed architecture in which each P2P node
coordinates itself and communicates with other nodes to compute the global model

locally [21]], as shown in Figure [2.2]
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2.1. FL Overview
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Depending on the federation’s goals, FL categorized into horizontal FL. (HFL) and
vertical FL (VFL) methods in distributed data contexts. If the objective of the
federation is to expand the data sample to provide a greater volume and variety
of training datasets, this necessitates the use of HFL. HFL is satisfied when the
distributed data sample contains similar features, particularly in medical settings
where different patient populations share the same disease, such as COVID-19 and
cancer. On the other hand, if the goal is to increase the feature dimensions for
identical records in distinct datasets, VFL is appropriate [22]. That is applicable
when the distributed data have different sets of features for the same sample or
records have the same ID, like when researchers need to work together between
obstetrics and gynecology clinics and pulmonary clinics to investigate how COVID-
19 affects pregnancy. Practically speaking, VFL is rarely used in the medical field
because of the need for multiple datasets that must be identical, arranged, and
standard. This is unrealistic due to the complex nature of medical image datasets
and the lack of standardization management [23l]. This study concentrates on the
HFL, a commonly utilized format for medical images [24} 25]]

For the FL scenario in a medical image application, suppose the dataset Dj, for
a hospital or medical institution, where & has data for S disease D(S.). h =
0,1,2,...,N,and N € R, where N is the number of participant nodes for a e medical
application (e.g., diagnosing, segmenting, or other applications) for a disease S by
training a model L (S) for k epochs. Initially, the central server system offers a
predefined learning model L((S.) and sends it to all or a subset of N nodes in
parallel. Each node updates the model weights or gradients value 6 based on the

local training of its own image data if the number of training images in the local
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dataset is d and d = size(D(S,)) update the learning weight given by Eq2.1}

9]' ::6j+cx

d
D (Lo(Se(x) = 9) % 2.1
i=1

SR

once the 6; values are updated with the learning rate a on image j for number of
k epochs by the node &, these values send-back to the central server. After central
server collected updated weights from all hospital nodes, the central computes the

global model by aggregating received models using Eq[2.2}

N
L(S.(0)r = = " Li(50) @2)
i=0

Aggregates the global model by averaging each weight over the number of sites,
a process known as the FedAvg method [20]. For T rounds FL follows the same
process to compute a last version of the global model.

Notably, two types of proposed aggregation strategies exist: sequential aggregation
and parallel aggregation. Sequential aggregation trains the distributed data site by
site, updating the global model after each site completes its local training and moves
on to the next. It repeats the training iteration until the model converges, like in
cycling weight transfer (CWT), or train it at a site for a predetermined duration or
number of epochs, like in single weight transfer (SWT). It is efficient to perform
these steps in a fully distributed FL framework. The second aggregation strategy,
known as a parallel aggregation, shares the same initial model with the distributed
sites, enabling them to train data simultaneously. It then collects the local updated
models from all sites before aggregating a global model. In HFL, averaging the

weights in the global model is a vanilla method because it supports the convergence
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of updated weights. There are variant settings in the computations of local sides to

preserve the personality of each hospital [26].

Considerations of FL in Medical Imaging

FL has demonstrated its applicability in various medical imaging tasks. For in-
stance, FL has been successfully applied to brain segmentation in MRI images [27]]
and biomarker detection across multiple fMRI sites [28]. Previous research has
underscored the importance of secure collaboration in medical Al, highlighting FL.
as a valuable approach, particularly in the context of combating COVID-19. Several
studies have shown that FL can enhance diagnostic accuracy in multiple aspects, in-
cluding: Automated COVID-19 Diagnosis [25, 29, 30], Lung Damage Assessment
[31]], and Prediction of Oxygen Requirements [32] .

However, the implementation of FL in medical imaging requires distinct considera-
tions that set it apart from other domains, such as IoI-based FL. We identified and

analysis their impacts in FL framework as the following:

* Limited Number of Participating Institutions: Managing medical imaging
data is expensive, and many healthcare institutions lack the infrastructure for
standard data management [33]]. This limits data sources for FL in medical
research.

Positive impact: The limited number of participating institutions in FL for
medical imaging offers certain advantages. Unlike FL in IoT applications,
where thousands of edge devices may frequently disconnect or fail, hospitals

and research centers are more stable participants. This ensures consistent
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availability of training nodes, reducing disruptions in model updates and im-
proving overall reliability. Moreover, a smaller number of institutions makes
it easier to identify and characterize the source and type of data skewness
[34].

Negative impact: A smaller number of participating sites leads to reduced
data diversity, which may hinder the generalization ability of the FL. model,
particularly for handling rare conditions or unseen patient demographics and

it may not perform well across a broader population.

* High-Quality and Reliable Datasets: Only medium-to-large hospitals or
medical research institutions own the repositories of standardized medical
images. These institutions contribute reliable and high-quality data for train-
ing models [22].

Positive Impact: Standardized and curated datasets improve model training
by reducing the influence of noisy or low-quality data. This enhances feature
extraction, leading to better model performance, faster convergence in lower
number of rounds, and more clinically relevant predictions.

Negative Impact: While high-quality data improves reliability, it may also
result in overfitting to specific imaging protocols or patient demographics.
If the dataset lacks sufficient variability, the FLL model might not generalize
well to data from institutions with different imaging techniques or patient

populations.

* Computational and Communication Efficiency: Medical imaging mod-

els are inherently large, it is exceeding 10 million parameters [35], making

22



Chapter 2 2.1. FL Overview

their training computationally intensive. Integrated models with privacy-
preserving techniques such as differential privacy (DP), homomorphic en-
cryption (HE), or secure aggregation, the computational further increases.
These methods are essential for protecting sensitive patient data but introduce
significant overhead in terms of processing power and communication latency.
Positive Impact: These methods enhance security and guarantee patient pri-
vacy, ensuring compliance with strict medical data regulations. The use of
complex architecture models captured intricate medical patterns more effec-
tively. In medical applications, where precision is critical, higher model
complexity translates into better clinical decision support.

Negative Impact: This leads to higher latency and increased hardware de-

mands, which may delay model aggregation and slow down convergence.

In summary, the high data quality and trusted participants in FL contribute to
improved reliability and faster convergence. However, challenges such as limited
data diversity and computational constraints can hinder generalization and increase

training complexity.

In this work, we focus on the first two key conditions for FL. implementation in
medical imaging, particularly addressing data heterogeneity in distributed datasets.
Furthermore, to advance research on COVID-19 lung imaging, we identify and

analyze the available data from a radiological perspective in the next subsection.
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2.2 COVID-19 Medical Data Challenges

Since the pandemic began in late 2019, ongoing collective scientific efforts have
aimed to build reliable and consistent information about COVID-19, creating many
medical applications from textual [36], tabular [37], audio [38]], and medical image
datasets [39]. This section provides a brief description of the types of common
imaging modalities, how Al systems identify the biomarkers in the lungs, and the
selection criteria of available databases that DL uses for diagnosing, treating, ex-
tracting, and analyzing information about the infected lung. The research focuses
on the lung medical image datasets for COVID-19 patients.

From a technical perspective, Junaid Shuja et al. [39] classified the imaging modal-
ities used by learning models for COVID-19 applications into[CT|images and X-ray
images, mentioning the low availability and quality of ultrasound datasets as exam-
ple shown in Figure[2.3] Both X-ray images and CT images can capture COVID-19
symptoms in the lungs, but CT images use a multifocal view that more clearly
distinguishes COVID-19 symptoms from other types of viral pneumonia [40]]. This
provides DL models with high applicability for diagnosing COVID-19 in the early
stages, around days 2—4 of onset [6l].

Different hospitals and clinical institutions store and label X-ray and CT images
in various formats, leading to heterogeneity in shared medical image data. Hos-
pitals and clinical institutions identified heterogeneity issues and provided early
steps to overcome this by developing a standard format for CT images, X-rays, and
other medical image modalities. [DICOM]is a medical technical tool that combines

medical images with structured patient information reports. A study reported the
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(a) Chest CT scan showing (b) Chest X-ray showing lung (c) Lung ultrasound showing
ground-glass opacities. [41] consolidation. [41] B-lines. [42]]

Figure 2.3: COVID-19 imaging modalities: CT, X-ray, and ultrasound.

successful collection, visualization, and diagnosis of COVID-19 from four hospi-
tals remotely over the DICOM network [43]. The subsequent section explores the
challenges of COVID-19 lung imaging data that produce high heterogeneity issues.
These challenges could not be solved by individual DL approaches,and they might

be considered opportunities in the implementation of FL in medical imaging.
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2.2.1 FL Opportunities for COVID-19 Lung Datasets

In the medical field, deep learning (DL) has reduced the time and cost of clinical
decisions for diagnosis, prognosis, and treatment [44], providing high accuracy and
confidence. However, DL. models require large and diverse datasets, which often
necessitate combining data from various hospitals globally.

The COVID-19 pandemic has revealed challenges in structuring medical imaging
databases, with one study showing that a large-scale DL model for COVID-19
medical imaging, while promising, exposed biases [45]. In this section, we highlight
the factors that make FL more suitable than DL, particularly for addressing data

heterogeneity and privacy concerns.

Data Availability

The rapid spread of COVID-19 across many countries, coupled with its unclear
cause of infection and the wide range of symptoms in different populations [3, 46],
led to the collection of scattered COVID-19 medical data. This fragmentation
contributed to misclassifications in annotated data, particularly in the early stages
of the pandemic [47]. Moreover, due to the large volume of patients and limited
storage capacity in some medical facilities, testing protocols focused on archiving
and labeling images solely for confirmed COVID-19 cases [48]. This hindered the
ability to differentiate COVID-19 from other similar infections, such as pneumonia
or SARS, at a localized level.

Training DL models with small, high-quality datasets from local hospitals is in-

sufficient for generalization, as these datasets often carry biases due to incomplete
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feature representation [[10]. Local models tend to overfit, yielding high accuracy but
low reliability. In contrast, several studies have integrated diverse medical imag-
ing datasets to train DL models for COVID-19, aiming to improve generalization
[47,149]. However, the poor quality of these datasets resulted in underperforming
models with significant biases [39]. This is because DL models struggle to rec-
ognize COVID-19-specific features, relying instead on common patterns within a
single dataset [S0].

FL, also known as distributed learning, addresses these issues by training models
using diverse image acquisitions, rare cases, and varying attributes from multiple
sources, without the need to exchange actual data. This approach reduces bias in
local models by leveraging a broader, high-quality dataset while maintaining data

privacy.

Hot/Cold-Start Problem

Historically, epidemiological diseases in specific geographical areas have evolved
gradually, with symptoms and transmission patterns becoming more uniform over
time. However, the COVID-19 pandemic differed when the World Health Organi-
zation (WHO) declared it a global pandemic on March 11, 2020, approximately two
and a half months after the first cases were reported in Wuhan, China [36]. The rates
of confirmed cases and deaths varied significantly across countries due to different
social, political, and healthcare circumstances. For example, while the virus had
devastating effects in China, other countries, such as North Korea, experienced less

severe outcomes, similar to seasonal flu [51]].
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Due to varying levels of access to epidemiological data, some countries possess
more comprehensive datasets than others, creating an urgent need for collaboration
to analyze these disparate data sources without sharing patient records. Identi-
fying patterns across a larger dataset would accelerate diagnosis, treatment, and
healthcare services. FL allows global collaboration on heterogeneous data sources,
enabling knowledge sharing and insights without breaching privacy. This collabo-
rative model can expedite response efforts, improving public health outcomes and

addressing infectious diseases more effectively [52].

Time and Cost of Processing

In the medical field, hospitals and institutions value patient data highly, leading
to local processing and analysis to prevent unauthorized access. Data governance
rules, such as those governing health data privacy, make local processing costly in
terms of human resources and hardware [46]].

Labeling also adds to these costs, especially in regions with unequal population
density. Larger towns typically have busy hospitals with higher screening rates,
leading to workload peaks during certain hours. As a result, radiologists spend
more time analyzing and labeling images from these overcrowded hospitals. The
rapid spread of COVID-19 further exacerbated this issue, leaving many screening
tests pending labeling. By utilizing these unlabeled data as a testing set, FLL can

train a global model on distributed datasets to classify infections [53]].
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Security and Privacy

Health data is highly protected in most countries, with strict governance rules to
prevent leaks. Privacy concerns are a major obstacle to sharing patient information,
as regulations such as HIPAA in the United States [54] and the GDPR in Europe
[S3]] impose strict conditions on data sharing and use, even for research purposes.
Privacy-preserving methods have proven inadequate, as anonymized patient data is
vulnerable to re-identification attacks, such as linkage attacks. Recent studies have
even developed machine learning methods capable of predicting personal details
like age, gender, and name from chest X-rays [S6]].

FL offers a solution by enabling local processing under the control of the medical
institution, ensuring data privacy [10]. Collaborative research via FL can provide
consistent, reliable insights into COVID-19 while maintaining data privacy. It has
already shown promising results in managing medical imaging data efficiently [S7],

and this approach could be extended to other diseases in the future.
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2.3 Data Heterogeneity Issue

FL allows each site to train its local model on its own data and optimize it according
to the features that arise internally. The model weights are adjusted to align with
the local results. This implies that updates in each local model weights align with
its unique features. In the aggregation phase, the global model tries to balance the
received weights by combining these local updates and averages. This makes the
optimization very unstable and leads to a high degree of divergence over rounds.
Moreover, it produces an optimization drift between the local and global models,
which leads the global model to bias [38]. Additionally, the distributed sites assign
the global model to train local data for the next round, leading to a deficiency in
personalization metrics and degradation of the local performance model.

Bias, a commonly reported issue in FL, negatively impacts both the generalizability
of the global model and the personality of local models. The generalization measure
refers to the global model’s ability to make more comprehensive decisions about
out-sampling or external training data, which may contain new features and come
from a variety of sources. Each round’s aggregation step progresses to collect addi-
tional weights from local updates.

Conversely, FL personalization metric refers to the global model’s ability to effec-
tively validate local data after each round across distributed sites. The global model
performance for the site that has the lowest size of data achieved the lowest accuracy
due to the averaging process of weights biased to the sites having a larger training
sample [S9]. Further computations are suggested to adapt each local model depend-

ing on the specifications corresponding to the participant sites (e.g., PPML [18]
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and FedAMP [60]). However, this measure required more investigation to specify
effective results and findings about variant non-IID situations.

Specifically, controlling a larger divergence between these two measures becomes
more challenging in FL when dealing with more heterogeneous data. The large vari-
ation between distributed datasets across FL participants is called the non-identical
independent distribution (non-1ID) data issue [31]. Therefore, we aim to investigate

the types of non-IID data and examine the impact of each type on various FL metrics.

The COVID-19 pandemic facilitated the creation of extensive medical imaging
datasets using modalities such as CT scans, X-ray and ultrasound images. These
resources have motivated researchers to apply FL frameworks to COVID-19 imaging
datasets for various medical purposes, including lung disease classification [14),
61], COVID-19 diagnosis [62, 60], severity identification [17, 63]], lung damage
segmentation [[18},164]], and oxygen-need prediction [32].

By investigating related works that have considered the non-1ID data, we initially
mentioned the variant process of partitioning experimented data before viewing
their proposed solutions to mitigate this issue in the first subsection of related
works. In the second subsection of related works, we reviewed the studies based on
the evaluation metrics that have been employed to assess FL performance in non-IID

scenarios, focusing on both generalization and personalization.
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2.3.1 Related work based-Skewness Types

Data skewness refers to the extent to which data distributions shift or deviate across
different distributed environments, which collaborate to enhance the overall learning
process. The type of skewness or shift in the data directly influences how the data
is partitioned across FL participants. In some proof-of-concept experiments, the
partitioning may reflect real-world data heterogeneity, but in many cases, the manual
partitioning process across nodes is not explicitly detailed [29]. Additionally, these
studies do not always specify the exact types of skewness used in designing their

experiments.

This section aims to identify the scenarios in which distribution skew or data shifts
have been investigated in COVID-19 lung imaging data. We adopt the categorization
framework outlined in the systematic review by Shyu et al. [22]], which examines
the impact of data skewness in medical imaging and classifies it into three primary
types: quantity skew, label distribution skew, and data acquisition skew. These
classifications highlight fundamental challenges of non-IID of medical imaging in
FL. However, COVID-19 imaging studies provides that data heterogeneity in FL.
extends beyond these three categories.

Building upon this foundation, our review of COVID-19 medical imaging datasets
reveals additional forms of data skewness that have not been explicitly addressed
in prior work. Specifically, we extend the existing classification by introducing
three additional types: extreme label skew, modality skew, and feature skew. These
new categories capture unique challenges specific to medical imaging datasets in

FL, where inconsistencies in labels, imaging modalities, and feature representations

32



Chapter 2 2.3. Data Heterogeneity Issue

can impact model training and performance. The six types of data skewness are

described below, along with related studies that have investigated their impact.

Quantity Skew

Quantity skew occurs when larger hospitals have larger datasets based on the number
of patients, and the other participants have small datasets with a large difference
between the size of each. The different number of medical images affects the model,
with an extreme increase or decrease in data quantity and they suggested limiting
the accepted ratio of quantity skew between two sites to 1:100 [22]. Sites with a
small data quantity may lead to data ignorance due to the averaging of the model
weights over sampling data per training site. As a result, the existing emphasis
on COVID-19 features would fade with smaller datasets and bias the global model
toward a higher quantity of data.

The researchers proposed the following methods to alleviate quantity skew across

distributed data:

* Using the augmentation method to expand the size of the image dataset is
a simple and common solution for highly training the model on the same
data features, which can be achieved by changing various scales such as
transformation, zooming, and rotation. However, the transformation methods
used for generating data are not always effective in training, which may degrade

the model’s performance [62].

* Alternatively, a generative adversarial network (GAN) [29] can be utilized

[65]]. It offers small improvements with a high computational time.
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* Insuch aggregation strategies, quantity skew issues are improved by assigning
a learning rate or batch number to each client variant based on the quantity of

data [66].

* The FedAMP model exhibits resistance to quantity skew because its aggregate

weights are adaptively learned throughout the training process [60].

Label Distribution Skew

Label distribution skew could be a combination of two types of skewness: quantity
and label. Label distribution skews occur when datasets have the same labels but
different quantities for each site. The larger hospitals have access to larger datasets
simply because they have more patients. For example, a large urban hospital with
a significant patient population may have a much larger dataset than a smaller rural
clinic. On the other hand, label distribution skew refers to a situation where the total
quantities of data across all FL sites are similar, but the distribution of labels varies.
That means, at one site, the majority of a dataset might be labeled as COVID-19-
positive, while the majority might be COVID-19-negative cases at another site. This
skew could lead to imbalanced training, wherein a model becomes biased toward
the more frequent labels, hindering its ability to generalize across different sites.

This skew has a negative impact on FL generalizability, personality, and the com-
putational time [65]. FedAvg [20] is proposed to address this type of skewness,
but it fails when the distribution skewness ratio is high [14]]. To mitigate this issue,

researchers have followed one of three directions:

* A first-direction solution is implemented before training data by preprocessing
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data to ensure a uniform distribution across sites using the local augmentation
method [21], GANs [22], and the synthetic minority oversampling technique
(SMOTE)[67]. However, these solutions require more communication be-
tween parties to fine-tune the number of labels and the distribution of images
in each. This may also lead to information leakage from participant data with

slightly improvements in accuracy, approximately around 1.6% [14]].

* The second direction is to improve convergence between updated models
locally, which focuses on the monitoring of local updates per batch in FedBN
[68]], per round in FedProx [26], or by normalizing both local and global
updates in HarmoFL [38]. These methods report efficient bias mitigation
and improve the global model’s generalizability. However, they may have a
negative impact on the model’s personality. In other words, the model may

yield poor results due to its incompatibility with local population data.

* The third direction is examining the local updates on the server side before
accepting the updated models. This may rely on various calculations of ac-
ceptance priority [46], the use of voting methods [/], and the implementation
of smart contracts in blockchain-based systems [20, [17]. However, these

methods have additional computational overheads.

Data Acquisition Skew

Under this skew type, the same modality can be considered, but with image datasets
with different attributes. All sites have X-ray modality but with different scanning

devices, resolutions, light conditions, protocol for capturing (e.g., patient with up-

35



Chapter 2 2.3. Data Heterogeneity Issue

per/lower hands posed), and protocol for storing (e.g., with/without compression
and with/without radiologist annotations). This type is the most commonly consid-
ered skew. Many studies have applied the same modality of acquisition in several
hospitals [64]. A previous study investigated X-Ray datasets with a different image
volume thickness in each site of FL. The authors reported results with satisfactory
performance, which could be collaborated to identify COVID-19 features, even with
a variety of image attributes [18]]. The researchers followed one of the following

directions to fix acquisition skew:

* A self-adaptive hyperparameter is proposed to adopt the variability of data

between distributed sites [[66]].

* In one study, the authors used a self-adaptive aggregation function with meta-

transfer modules to manage the settings of training data locally [64].

* In two further studies, the authors made distributed datasets uniform by in-
corporating regularization methods and leveraging ensemble techniques such
as normalize image intensity, resizing, and geometric transforming methods

[29,132].

Extreme Label Skew

This type of extreme skewness occurs when one or more labels completely disappear
from one or more sites; this phenomenon is known as extreme label distribution
skew. This situation is common because, during the COVID-19 pandemic, some

hospitals stored only confirmed infection cases due to storage capacity limitations
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[48]]. Additionally, certain medical image datasets categorize their data into two
[[64]], three [25]], or more [63]] labels.

This leads to poor convergence and degrades global accuracy in the central testing
node of the FL framework for COVID-19 X-ray images [69].The following are

valuable solutions proposed by different studies for this type of skew:

* The authors used a semi-supervised method to label unlabeled data and re-
ported satisfactory accuracy [31]. As a recommendation to the uniform label

name in the FL framework, their method could be useful in this situation.

* To address the word variants issue, radiologists could also analyze meta-data

using natural language processing (NLP) [S3]].

Modality Skew

Medical image equipment varies between single sites and different sites. Different
devices produce different imaging modalities (e.g., X-ray, CT, and ultrasound),
with variations in volume, resolution, color intensity, type, and amount of noise.
Different image modalities require different models and analysis procedures, which
are difficult to unify [31]. It is a rare situation in an FL framework (as Figure @
shows), where most studies considered single-modality X-ray data [24, [14, 64, [/0]
or CT data 63}, 146l 31, 71} [72]], some studies combined both and then redistributed
randomly [73]] or assumed variant modalities in clustered edge nodes [74], and one

study employed emerging X-ray imaging with simple vital signs [32].

* Practically, Qayyumetal. [[74] conducted an experiment using the same model
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for X-ray, CT, and ultrasound images for COVID-19 diagnosis and fixing the
impact of modality skew by clustering sites of FL that have a similar modality.
They described the model’s ability to recognize COVID-19 features without
prior knowledge of the image modality. However, this type of skewness is
challenging the performance of the model that applied for training, which
comparing features per pixel. Researchers thus need to further investigate this

skew type and define the impact of varying image qualities on FL accuracy

[62].

* One feasible approach worth further exploration involves implementing an
additional layer inside a neural network. This layer would be capable of
determining the most suitable FL for deployment based on medical imaging

and clinical similarities between variant dataset features [|60].

Feature Skew

The feature skew of datasets relates each participant’s training sample to distinct
features like age range, patient gender, smoking patients, and severity of patients.
The hospital or medical institution may acquire data for an intended feature, or it
may depend on the virus’s behavior in their population.

This type of feature skew is applicable to horizonal FL, where the non-overlapping
sample at each site differs from the one defined in vertical FL. However, it is a real
situation and rare in vertical experiments studies. A unique study investigated the
FL performance by distributing the dataset into four sites, each with a range of ages

(73]
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By expanding the classification of data skewness in FL for medical imaging, this
study provides a more comprehensive framework for understanding the unique
challenges posed by non-IID data distributions. Addressing these issues is crucial
for improving the reliability and fairness of FL. models in medical applications,

particularly in the context of COVID-19 imaging.

Image modality in FL studies for lung COVID-19

i U

» X-Ray
= CT
CT and X-Ray
X-Ray and Ultrasound
» X-Ray and Vital sign

Figure 2.4: Type of lung imaging dataset modalities used in FL studies for COVID-
19

As mentioned above, a real medical data situation may consist of one or many
skewness types in the training or testing data in the FL framework. It is crucial
to examine the data specifications for each participant, as this information can be
quantified and shared as meta-data prior to the start of training. These meta-data
were used to identify the degree of non-IID per skewness, which provides the
manager with the ability to assess the source of bias and help them to take advantage

of FL, depending on their goal.

39



Chapter 2 2.3. Data Heterogeneity Issue

2.3.2 Related Works Based-Evaluation Metrics

Researchers have employed evaluation metrics to assess FL performance in non-I1ID
scenarios, focusing on both generalization and personalization as Table [2.1] shown
the comparison between studies that evaluate different types of skew and their results.
To evaluate generalizability, two partitioning methods are commonly employed. In
the first, datasets are redistributed randomly across sites, while subsets of local
data are retained for central evaluation. Florescu et al. [13] demonstrated effective
generalizability under such settings. In the second method, realistic scenarios are
simulated by assigning unique training resources to each site, as Bhattacharya et al.
[61]] achieved through P2P communication without central evaluation. However,
Peng et al. [60] reported significant accuracy degradation when using external test-
ing data in the central node, highlighting the challenges posed by high heterogeneity
across sites. Similarly, personalization metrics evaluate local model performance
by tracing the compatibility of updated models with local data. Some studies use
subsets of local data for both validation and testing [[/6], while others rely on external
testing data to assess personalization [62, 60].

Zhou et al. [18] proposed strategies for mitigating the degradation of personaliza-
tion metrics, while Dou et al. [29]] evaluated both generalization and personalization
metrics, focusing solely on acquisition skew.

Therefore, technical research shows confusing diagnosing of the COVID-19 infec-
tion due to dynamic behavior exhibited which causes heterogeneity impact on the
lung imaging from variant populations [3]]. FL offers a framework that enables

deep learning (DL) to extract global knowledge from huge, distributed, and sen-
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Table 2.1: A comparison of related studies that evaluated non-IID types along with
their measured metrics.

Ref | Heterogeneity Evaluated Factor Contribution
Type

[18] | Acquisition skew | Personalization met- | Focused on a personalized
ric metric fixed by an adaptive

local epoch is an effective
method.

[29]] | Acquisition skew | Generalization and | Distributed data used for
personalization met- | training were made visible by
rics pretrained CNN models.

[65) | Quantity and | Generalization met- | Maximizing the size of data is

/I, | label distribution | ric an effective way of improving

66, skew the generalization metric.

671

[69] | Extreme  label | Generalization met- | Skew can be managed via hy-
skew ric perparameter settings.

[[75)] | Feature skew Generalization met- | Non-IID data had a significant

ric negative impact.

[74]] | Data acquisition | Generalization and | The global model could be
and modality | localization metrics | successful regardless of the
skew image modality.

Our | IID vs. 6 different | Generalization, per- | FL exhibited effective perfor-

work | skewness types sonalization, and lo- | mance when there was a max-

calization metrics

imum of one skew type. How-
ever, a mixture of different
skew types caused high diver-
gence of the training model for
all metrics.
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sitive data in an efficient and private manner. However, the heterogeneity of data
takes different sittings because of variant variabilities in medical imaging situation
which may further complicate that diagnose confusing. Furthermore, Assessing the
influence of heterogeneous data absent in certain investigations [14] as their findings
suggested to dismiss the effect of non-IID on the model’s efficacy. This advocates
for the execution of experiments to examine its influence in a deeper manner across
each site with varying non-IID scenarios. In this experimental study, the most real
distributions of imaging medical situation are intended to recognize their impact on
the FL results. Additionally, understanding and visualizing all the related metrics
in the FL framework provides a comprehensive evaluation performance for each
non-IID case. Thus enable the researchers to propose suitable solutions to address

the degradation of FL performance based on the heterogeneity of hospitals’ data.
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System Design

FL has emerged as a promising approach for training machine learning models in
a decentralized manner while preserving data privacy. However, the effectiveness
of FL in medical imaging, particularly for COVID-19 lung imaging, is significantly
influenced by system architecture, data heterogeneity, and the presence of non-
IID distributions across clients. This chapter presents the design of our FL system,
detailing its key components, operational phases, core algorithm, and a mathematical

analysis of the impact of non-IID data types on model performance.

The system is composed of multiple components, including a central server respon-
sible for global model aggregation, local clients that perform training on private
datasets, and a secure communication framework that ensures efficient model up-
dates. The workflow of FL is divided into several phases: the initialization phase,
where the global model is shared with clients; the local training phase, where each

client updates model parameters using local data; and the aggregation phase, where
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client updates are merged to refine the global model. The FL algorithm implemented
in this study follows an iterative training process that accounts for data imbalance
and distribution skew among participants, employing optimization techniques such

as adaptive aggregation and personalization.

To further understand the challenges introduced by non-IID data, a mathematical
analysis is conducted to quantify the effects of different types of data skew, including
quantity skew, label distribution skew, and acquisition protocol skew. These varia-
tions lead to discrepancies in local model updates, impacting convergence rates and
generalization. The following sections elaborate on each aspect of the system design,

providing a comprehensive framework for FL in COVID-19 medical imaging.

3.1 System Phases

The proposed FL framework consists of five main phases, each responsible for a
crucial step in the overall system workflow. These phases ensure efficient model
training across distributed datasets and measure the impact of challenges related to

non-1ID data as shown in Figure [3.1] The phases are as follows:

1. System Configuration Settings Phase: This phase initializes the FL envi-
ronment by configuring the central server and distributed clients. It defines
hyperparameters such as learning rate, batch size, and communication rounds.
Additionally, it establishes secure communication protocols and assigns com-

putational resources to ensure efficient training.
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2. Data Preprocessing Phase: Before training begins, local datasets undergo a
series of preprocessing steps to ensure consistency and enhance model perfor-
mance. First, resizing is performed to standardize image dimensions across
different sources, ensuring that all input data conform to a fixed resolution
while preserving aspect ratios where necessary. Next, normalization is applied
to mitigate variations in pixel intensity caused by differences in acquisition
devices and protocols. This process scales pixel values to a common range
for improving stability and convergence during training. Additionally, data
augmentation techniques are utilized to improve model generalization and

address potential data imbalance issues.

3. Distributed Training Phase: Once the data preprocessing phase is com-
pleted, the FL process enters the distributed training phase. In this phase,
each participating client (e.g., hospitals or medical institutions) independently
trains a local model using its preprocessed dataset without sharing raw data,
thereby preserving data privacy. The training process follows a predefined
global model architecture initialized by the central server. Each client per-
forms multiple local training iterations. To enhance efficiency, the system
employs parallel training, where multiple clients simultaneously train their
local models on separate computing resources. This approach accelerates the
learning process and reduces training time.

After local training, each client validates its model using a separate local
validation set in a parallel validation process. This locality measure aim to
ensure that each local training of model is evaluated before being sent to the

central server, allowing for early detection of potential overfitting or poor
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generalization.

4. Model Aggregation Phase: After each round of distributed training, the
local models from all participating sites are sent to the central server for
aggregation. The central server computes the global model by applying
an aggregation strategy. This aggregated global model represents a more
generalized version that incorporates knowledge from all distributed datasets.
Once the global model is updated, it is shared back with the participating
nodes, allowing them to replace their previous local models with the newly
aggregated version. Each site then initializes the next training round using
the updated global model, continuing the iterative process of FL. This cyclic
process ensures progressive model improvement over multiple communication

rounds, gradually enhancing performance while maintaining data privacy.

5. Performance Evaluation Phase: Once the global model is updated through
aggregation, it undergoes thorough evaluation to assess its generalizability
and effectiveness across distributed datasets. The evaluation is performed
for two metrics generalizability using an independent test dataset maintained
at the central server and personalizability by redistributing the global model
back to participating sites for local validation. The primary goal is to ensure
that the global model performs consistently across diverse medical imaging
data and does not exhibit biases toward specific institutions.

To enhance reliability, parallel validation is employed, where each client
evaluates the global model using its own dataset. This step ensures that the

model maintains high performance across different distributions and enables
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early detection of potential biases.
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Figure 3.1: System phases and their corresponding steps in the FL

3.2 System Overview

FL is a technique that can be used to increase the generalizability of learning results
for distributed data. It facilitates distributed deep learning that can be used to train
models without requiring access to local data in distinct sites. In FL, the parameters
of models are only exchanged between parties and aggregated to build a global
model in a private and secure manner. It provides a global model that can overcome
model bias generated by training local data with considering the heterogeneity of

data from different resources.
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3.2.1 System Components

The system is designed to study the non-IID issue pertaining to COVID-19 medical
imaging in the FL framework. Figure [3.2] provides a high-level overview of the
system’s design, comprising four components, each with distinct roles and modules

shown in low-level overview of system as Figure [3.4], as outlined below:

Central Server

Testing dars [‘ _-1 - : i
— Central ]1‘ Global Model

Training data =1 ____Dam____

Central Manager

. .
{' = ’*__ Local ['Lm“]e Local [ Lm"]‘, Lacal ['Lm‘ ]« Local
f D 1 Meodel . Data_ Model _Das_ Model k Data ] Model
==l ==l ==l ==l
| I L 1
Hospital 1 Hospital 2 Haospital 3 Hospital ¥

Figure 3.2: System components

1. Central server

The central server functions as a trusted node, incorporating three key mod-
ules: the central manager, the aggregator, and the validator. The central
manager is responsible for initializing communication between distributed
sites, coordinating training rounds, and ensuring secure data exchanges. The
aggregator performs global model computation by merging local updates

received from clients, applying optimization techniques to mitigate the ef-
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fects of data heterogeneity. Lastly, the validator evaluates the generalization
capability of the global model using out-sampled data, assessing its perfor-
mance across diverse distributions to ensure robustness and reliability. These
modules collectively enable efficient communication, model aggregation, and

performance validation within the FL framework.

2. Hospital nodes

The participating hospitals are responsible for three critical tasks within the
FL framework: Local model training, Upon receiving the global model from
the central server, each hospital performs local training using its proprietary
dataset to update the model parameters. The Second is local model validation,
after generating the updated local model, each hospital conducts validation
to assess its performance prior to submitting it to the central server for ag-
gregation. The third one is global model testing. Following the aggregation
of all local models at the central server to produce the global model, each
hospital evaluates the received global model to determine its performance and
applicability to the local data distribution.

This systematic approach ensures the integrity of the FL process by mea-
suring model generalization and personalization while accommodating data

heterogeneity across participating institutions.
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3. Models

All the sites in the proposed system share similar architectures from central
server, with the only difference being that the weights update according to
the local data of the hospital node. In this study, we employed a simple
a convolutional neural network (CNN), as depicted in Figure 3.3] Model
architecture consisting of seven primary layers, excluding the input layer. The
model’s first layer is a convolutional layer featuring six filters with dimensions
of 5 x 5; it processes the input’s three channels, typically representing RGB
images. This is followed by a max-pooling layer with a 2 x 2 kernel and
a stride of 2; it down-samples the feature maps. Subsequently, there is a
second convolutional layer, which utilizes sixteen 5 x 5 filters and receives
the six channels generated by the previous layers. After this layer, a second
max-pooling layer is applied with the same configuration as the first one. The
output from the convolutional block is then flattened and passed to the first
fully connected layer, which is dynamically initialized based on the output
of the previous layers and includes 120 neurons. This layer is followed by
a second fully connected layer with 84 neurons. Finally, the output layer
is another fully connected layer, with several neurons corresponding to the
number of classes specified for the classification task. The activation function
of the fully connected layers is ReLU.

The essential aim of this research to explore the behavior of both local and
global models with respect to non-IID data acquired through FL. Notably, the
choice of a CNN architecture was not our primary concern with respect to

achieving higher accuracy; a simple model is enough to achieve our goal.
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Figure 3.3: CNN model used for training distributed hospital datasets in FL frame-
work.

4. Distributed local datasets

We divided each local set of data into two subsets: training data and testing
data. The testing data were used to validate the updated models twice per
round. The first validation occurred after the local models had been trained,
aiming to measure the accuracy of the localization model. The second val-
idation was performed using the same test data used for the model that was
generated after the global model was averaged over all the models from other

participating training nodes.

The Figure [3.4]illustrates a low-level system view of an FL framework comprising
two main components: the central server node and the participant node. The
central server node coordinates the training process and aggregates the models to
produce a global model. It includes several key components. The FL coordinator

manages participant selection through a site selector and sets training configurations
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via a hyperparameter configuration. The central round manager orchestrates the
communication by using a model sender to distribute the global model, a model
receiver to collect updated local models, and a results receiver to gather local
evaluation metrics. The model aggregator then combines the received local models
into a new global model. This model is assessed by the global evaluator using a
dedicated central testing dataset. The results from each round are saved in the round

results module for performance tracking. On the other hand, the participant node

o Coordinator
T Site Selector 4—,7
C ting

entral Tes i

Data
Hyperparameter

Configuration

Global Evaluator Augmentation

Methods
T Central Round

Manager Local Round

Model Aggregator
Manager
Model Sender
—\—> Model Trainer

Model Receiver ¢

Model Model Updater )——> Local Evaluator
Results Receiver T

f Local / Personal Results

Figure 3.4: Illustration of the system’s workflow with low-level architecture view of
system nodes.

handles localized training and evaluation tasks. It starts by collecting environment-
specific data characteristics via the metadata collector, which are then shared with
the central server. The data preprocessor component standardizes the input data
using resizing and applies augmentation methods to improve generalization. The
core training activities are handled by the local round manager, which includes a
model trainer to perform training on the participant’s private train dataset, and a
model updater to refine the model parameters. The updated model is subsequently

evaluated by the local evaluator using the local test dataset, and both the updated
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model and its evaluation results are sent back to the central server to complete the

round.

3.2.2 System Algorithm

The proposed system achieves its functional requirements based on the following

scenario, as illustrated in Figure [3.5]

Central Server
Training data 8 - @ Global
Central
Model
Testing data 8 Data
Central
Manager
Loacl Local Loacl Local Loacl Local Loacl Local
Data Model Data Model Data Model Data @ Model
Ore=iii @ N Or
LY — | |
Hospital 1 Hospital 2 Hospital 3 Hospital 4

Figure 3.5: Illustration of the system’s workflow and numbered steps.

1. The system’s scenario begins with sending a simple CNN model architecture

and configuration settings to hospitals or medical institutions in parallel.

2. Once the participant node receives the model, the CNN model is trained on
local data, and the weights of the received model are updated using the number

of concurrent local training epochs.
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3. Each participating node evaluates the last version of the local model after

updating it for the last epoch to evaluate locality performance.

4. All distributed nodes send the locality evaluation metrics, local training sizes,

and the latest versions of their models back to the central server.

5. After the training session, the central manager provides a new update of the
global model using the FedAvg algorithm and evaluates it against the central

testing data to determine the generalization metric.
6. All participating nodes share the computed global model.

7. Finally, each local site evaluates the global model using local testing data to
measure the personalization metric. The round number is then incremented

by one, initiating a new training session from step 2.

3.2.3 System Deployment

The illustrated architecture, as in Figure [3.6] represents the implementation of FL,
which is designed to allow collaborative model training between multiple healthcare
institutions without requiring the exchange of sensitive patient data. Utilizing the
Flower framework as the middleware, this system supports decentralized learning
by orchestrating communication between a central coordinating server and a set
of distributed client nodes, such as hospitals. Each client performs local training
using its private dataset and transmits model updates—rather than raw data—to

the central server for aggregation. The Flower framework facilitates this process
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Figure 3.6: Illustration of the deployment system in an actual environment

by offering a lightweight, extensible, and device-agnostic infrastructure. A device-

agnostic infrastructure ensures that all participants—regardless of their hardware

specs—can still participate in the federated learning process. Also, that supports

both synchronous federated learning scenarios [78]].

Communication between the server and clients is managed using gRPC, a high-

performance RPC protocol that ensures secure, reliable, and low-latency transmis-

sion of model parameters. gRPC uses HTTP/2 and protocol buffers for serialization,

making it well-suited for scalable federated systems with dynamic client availability

[79]]. This architecture therefore, enables robust training workflows that preserve

data locality, accommodate heterogeneous environments, and ensure modular inter-

operability across different platforms and institutions.
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3.3 Mathematical Analysis of Data Heterogeneity

In this study, we investigate various types of data skew, focusing on how they
impact both generalization and personalization metrics within the context of FL in
relation to COVID-19 medical imaging. Below, we describe several common types
of data skew, providing mathematical analysis and real-world case studies for each

to illustrate their implications on evaluation metrics more clearly.

3.3.1 Quantity Skew

Quantity skew occurs when larger hospitals have access to larger datasets simply
because they have more patients. By assuming N hospitals have the same image
modality (i.e., X-ray, CT, and ultrasound) regardless of the captured equipment
version, there is a dataset D; of hospital i that does not have a size equal to that of
the other dataset, where all the datasets have the same set of labels L(D), and the
sum of the lengths of each label k in all datasets is constant C for all labels m. An
example is shown in Figure3.7] (a), where each cell represents the number of images
for label L,, that are included in the corresponding dataset D;. The mathematical

expression of quantity skew is given via conditional Equation [3.]

3i,j € {1,2,...,N}: |D;| #|D,|
L(D;) = L(Dy) (3.1)

N
Z|Lk(D,~)| =C forallke{1,2,...,m}
i=1
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3.3.2 Label Distribution Skew

Label distribution skews occur when datasets have the same labels but different
quantities for each site. By assuming N hospitals have the same image modality
(i.e., X-ray, CT, or ultrasound) regardless of the captured equipment version, there
is a dataset D; of hospital i with a size equal to that of dataset D ;, where all the
datasets have the same set of labels L (D), and the summation of the lengths of each
label k over all datasets is variable for other labels in the set. An example is shown
in Figure3.7] (b), where each cell represents the number of images for label L,, that
are included in the corresponding dataset D;. The mathematical expression of label

distribution skew is given via conditional Equation [3.2}

31,] € {1,2,,N} : |Dl| = |D]| /\L(Dl) = L(DJ)/\
N N
DULKD)] # ) [ Lesa (D)) (3.2)
i=1 i=1

forall k € {1,2,...,m}.

3.3.3 Extreme Label Distribution Skew

By assuming N hospitals have the same image modality (i.e., X-ray, CT, or ul-
trasound) regardless of the captured equipment version, there exists a dataset D;
of hospital i with a different size for dataset D;. L(D) is the set of labels in all
the datasets, and the summation of the lengths of each label & over all datasets is
extremely variable for other labels in the set. An example is shown in Figure3.7](c),

where each cell represents the number of images for label L,, that are included in
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the corresponding dataset D;.The mathematical expression of extreme label skew is

given via conditional Equation [3.3]

3i,j € {1,2,...,N} : |D;i| # |D;| A L(D;) # L(D;)A
N N
DLk # Y 1L (D)) (3.3)
i=1 i=1

forall k € {1,2,...,m}.

3.3.4 Data Acquisition Skew

Data acquisition skew occurs when medical imaging equipment differs across sites,
leading to variations in the quality and characteristics of the corresponding images.
For example, one hospital may use high-resolution CT scanners, while another may
use older equipment that produces lower-quality X-ray images.

By assuming N hospitals have the same image modality (i.e., X-ray, CT, or ultra-
sound) regarding the captured equipment version and the protocol of collecting the
local data, where P = {volume, resolution, format, equipment, patient pose, etc.},
there exists a dataset D; of hospital i with a size almost equal to that of dataset D ;.
L(D) is an identical set of labels in each of the datasets, and the summation of the
lengths of each label k over all datasets is approximately equal for other labels in
the set.

An example is shown in Figure3.7] (d), where each cell represents the number of
images for label L,, that are included in the corresponding dataset D;. The math-

ematical expression of the data acquisition protocol skew is given via conditional

Equation 3.4}
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3, j € {L,2,....N} :|D;| = |D,| A P(D;) # P(D;) A L(D;) = L(D)A

N N
Z|Lk(1),-)| ~ Z|Lk+1(D,-)|, forall k € {1,2,...,Ln}.
=1 i=1

(3.4)

3.3.5 Modality Skew

Modality skew arises when different imaging modalities are used across sites or
even within the same site in the FL framework. For example, one medical center
may primarily use CT scans to diagnose COVID-19, while another may use X-rays
or ultrasound images. In some cases, a single site may use a combination of these
modalities for diagnosis. These varying modalities lead to different features in
the corresponding medical images, potentially confusing a model during training,
especially when it has to integrate and generalize knowledge from multiple imaging
sources.

By assuming N hospitals have different image modalities M where it is set of types
(M = X —ray,CT,ultrasound, etc.), there exists a dataset D; of hospital i with a
size almost equal to that of dataset D ;. L(D) is an identical set of labels in each of
the datasets, and the summation of the lengths of each label k over all datasets is
approximately equal for other labels in the set. An example is shown in Figure3.7]
(e), where each cell represents the number of images for label L,, that are included
in the corresponding dataset D;.The mathematical expression of modality skew is

given via conditional Equation [3.5}
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Ji,je{l,2,...,N}:|D;| = |D;j|A\M(D;) # M(D;)A
N N

L(D;) = L(D;) A Y [Le(Di)| = Y Lk (D)), (3.5)
i=1 i=1

forall k € {1,2,...,L,}.

3.3.6 Feature Skew

Feature skew occurs when each participant’s training sample is associated with dis-
tinct features, such as age range, patient gender, smoking status, or mortality rates.
Hospitals or medical institutions may collect data based on specific intended fea-
tures, or the distribution of these features may reflect the virus’s behavior in different
populations. For instance, COVID-19 may disproportionately affect elderly patients
in certain regions compared to others.

Assuming that N hospitals utilize the same image modality (i.e., X-ray, CT, or ul-
trasound), regardless of the equipment version used, let D; represent the dataset of
hospital i, where all datasets have the same set of labels L (D), and the sum of the
number of instances for each label k across all datasets is identical for all labels m.
An example is illustrated in Figure [3.7(f), where each cell represents the num-
ber of images for label L,, in the corresponding feature F for dataset D;, with
F = {age, gender, country, etc.}. The mathematical formulation of feature skew is

defined as:
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3i,je{1,2,...,N}:|D;| = |D;| AF(D;) # F(D;)A
N N
L(Dy) = L(D)) A D ILi(D)] = ) |Lia (D), (3.6)
Vk e {1,2,...,Ln}

where:

* |D;| represents the size of dataset D;.

* F(D;) denotes the set of features associated with dataset D;.

* L(D;) represents the set of labels in dataset D;.

* |Lx(D;)| is the number of instances corresponding to label L; in dataset D;.
This condition states that although two datasets D; and D; may have the same

number of samples and label distributions, their underlying features differ, causing

feature skew in FL.
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Figure 3.7: Skewness type examples including (a) quantity skew example, (b) label
distribution skew example, (c) extreme label skew example, (d) acquisition protocol
skew example, () modality skew, and (f) feature skew example.
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In this chapter, we presented the detailed design of our FL system, outlining its
key components, operational phases, and algorithmic workflow. The system is
structured around a central server that manages communication, performs global
model aggregation, and evaluates generalizability. The design incorporates multi-
ple phases, including system configuration, data preprocessing, distributed training,
model updates, and model evaluation, ensuring a robust and efficient learning pro-
cess across distributed medical imaging datasets.

In the next chapter, we evaluate the effectiveness of this system through extensive
experiments, analyzing its performance under various settings and comparing it

against baseline methods.
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System Implementation

The aim of the proposed system is to allow the design of realistic experiments in
medical situations, potentially assisting in delivering more commendatory clinical
treatments. It introduces datasets with different acquisition devices, formatting, an-
notation protocols, and data skewness in seven different experiment settings. These
settings are crucial for understanding how the models generalize and personalize
in the distributed environments based on the real data heterogeneity settings. Fur-
thermore, this section underscores the significance of experiment reproducibility in
validating and enhancing findings in subsequent research.

This chapter details the implementation process of the proposed FL framework as
following: First, the dataset characteristics and preprocessing steps are described,
considering different types of non-1ID data distributions. Next, the experimental
setup is outlined, including hyperparameter configurations and local training strate-

gies across participating nodes. Finally, the evaluation metrics used to assess model

64



Chapter 4

4.1. Material Data

performance, such as accuracy, loss, and convergence behavior, are presented. These

elements collectively ensure a comprehensive analysis of the proposed approach un-

der varying data heterogeneity conditions.

4.1 Material Data

This experimental study utilizes seven datasets, five of which have X-ray modality,

and the remaining two have CT modality, as summarized in Table[d.1]

Table 4.1: Summary of COVID-19 imaging datasets and class distributions

Modality | Dataset Name Normal | COVID-| Viral Lung Bacteria
19 Pneu- Opac- | Pneu-
monia | ity monia
COVID-19 Radiography | 10,192 | 3,616 1,345 6,012 -
Dataset
X-ray data COVID-19 X-Ray with 3- | 71 711 711 - -
classes
COVID-19 X-Ray with 5- | 71 711 711 711 711
classes
COVID-QU-Ex Dataset 1,456 2,913 1,457 - -
Pakistani Chest X-rays | 60 390 - - -
Dataset
CT data Large COVID-19 CT | 6,893 7,593 2,618 - -
Dataset
MedRxiv Dataset 1,230 1,252 - - -

X-ray datasets as the following:

* The first dataset is the COVID-19 Radiography dataset [80, [81], which con-

tains 3616, 10192, 1345, and 6012 images for COVID-19, normal, viral

pneumonia, and lung opacity cases, respectively.
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* The second dataset is the COVID-19 X-ray dataset , which comprises three
classes: COVID-19, pneumonia, and normal, each containing 711 X-ray scans

[32].

* The third dataset is the COVID-19 X-ray dataset with 5 classes [82], which are
COVID-19, bacterial pneumonia, viral pneumonia, lung opacity, and normal;

each class has 711 X-ray images.

* The fourth dataset is the COVID-QU-Ex dataset [83]], which consists of 6,667
X-rays, including three classes: COVID-19 with 2,913 images, pneumonia

with 2,618 images, and normal with 1,456 images.

* The fifth dataset, a COVID-19 Pakistani patients X-ray image dataset [[84]],
gathers chest X-rays from 390 COVID-19-positive patients and 60 normal

patients from a local hospital.

CT data sets are:

* The first dataset is the large COVID-19 CT dataset [85]], which comprises two
classes: 7,593 COVID-19 images from 466 patients, 6,893 normal images

from 604 patients, and 2,618 CAP images from 60 patients.

* The second dataset, the MedRxiv dataset [86], comprises 1,252 CT scans

positive for COVID-19 infection, 1,230 CT scans for normal lungs.

All the datasets are open-sources and accessed by the API of the Kaggle repository.
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4.2 Experiment Settings

4.2.1 Data heterogeneity Settings

To evaluate the performance of the proposed FL framework, the experimental setup
was categorized into three groups based on the degree of data distribution skewness.
These groups simulate diverse and realistic scenarios to comprehensively analyze
the framework’s performance. The experiments were categorized into three groups
based on data distribution: (A) IID settings for benchmark comparison, distributing
data equally across four hospital nodes; (B) simple non-1ID scenarios, including data
quantity skew and extreme label skew to simulate real-world hospital variations;
and (C) hyper-skewness scenarios with acquisition and modality skew to assess
generalization in heterogeneous conditions. For A and B experiment groups, we used
COVID-19 Radiography dataset with different distribution settings across training
nodes. However,the central testing datasets remained consistent across all A and
B experiment groups. The other datasets used in group C for hyper-skewness
evaluations. In all the experimental configurations, no patient overlap was allowed

between hospital subsets and central server to ensure data authenticity and privacy.

Group A: Benchmark Data Distribution (IID Settings)

In this experiment, we simulated an IID (independent and identically distributed)
data distribution across four hospital nodes. The testing set was held centrally which
20% of X-ray Radiology Dataset, as depicted in Figure 4.1} to assess the global

model’s performance. The remaining 80% of data is for training were divided
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almost equally among the four hospitals, with each hospital receiving same number

of images for each class, as shown in Figure .2}

The Number of Testing Images for A and B Experiment Groups
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Figure 4.1: Testing set assigned in central node, experiment A and B.
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Figure 4.2: 1ID data setting, experiment A.

To evaluate the locality and personalization of the FL. models, each hospital excluded
10% of its local training data, which were assigned as a validation set. This
experiment serves as a baseline for understanding how the framework performs

under ideal conditions with balanced data across all nodes.
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Group B: Simple Non-IID Scenarios

The second group explores non-1ID distributions by introducing two types of het-

erogeneity:

1. Data Quantity Skew Experiment
In this experiment, we simulated a non-IID (non-independent and identically
distributed) setting wherein the data distribution across the hospital sites
varies in size. Specifically, Hospitals 1 and 2 were assigned larger datasets,
while Hospital 3 had the smallest dataset, and Hospital 4 had a medium-sized
dataset. This distribution reflects real-world scenarios, as shown in Figure@,
where larger urban hospitals (Hospitals 1 and 2) typically have access to more
medical data, while smaller rural hospitals (hospital 3) have fewer patient
records across all classes [22]]. To evaluate the FL framework’s performance
under these conditions, 10% of the local data for each hospital were excluded
from the training data for validation; these data were used to test the locality
and personalization of the updated FL. models. The central testing data used to

assess global model performance remained the same as in the first experiment.

2. Label Distribution Skew Experiment
This experiment was conducted to investigate the impact of label distribution
skew across different hospital sites, a common scenario in real-world medical
data settings. The same dataset was partitioned among four hospitals, with
each site containing a varying number of images per label. Despite the skewed

label distribution, the overall quantity of data per hospital remained relatively
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The Number of Training Images in Quantity/ Label Distribution Skew
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Figure 4.3: Quantity skew data setting, experiment B (1).

balanced, as illustrated in Figuref.4] The Central testing data is the same in

IID experiment.
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Figure 4.4: Label distribution skew data setting, experiment B (2).

3. Extreme-Label-Skew Experiment
This experiment was conducted to explore label distribution skew across
different hospital sites. Each hospital had a unique set of labels, with the fol-
lowing distribution: Hospital 1 only had data labeled as COVID-19; Hospital
2 included COVID-19 and normal labels; Hospital 3 had COVID-19, lung
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opacity, and normal labels; and Hospital 4 had all three labels (COVID-19,
normal, and lung opacity), as shown in Figure d#.3] This setup introduced
extreme label distribution skew across the hospitals, which challenged the FL.
framework to adapt to such imbalanced label distributions. As in the previ-
ous experiment, we used the same central testing data to evaluate the global
model’s performance. This experiment helps assess how the framework han-

dles label absent across distributed datasets in a real-world medical scenario.
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Figure 4.5: Data settings for extreme label skew, experiment B (3).
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Group C: Hyper-skewness Experiments

In the hyper-skewness scenarios, experiments were designed to reflect realistic con-
ditions, wherein each hospital site trains its model on datasets exhibiting multiple
dimensions of variability, such as differing capture protocols, types of imaging
equipment, label distributions, and storage formats. These experiments were di-
vided into two categories: one assumed that all training sites use similar imaging
modalities, while the other introduced modality variations across at least one site.
The primary aim was to assess the FL framework’s ability to handle extreme data

heterogeneity in distributed environments.

1. Experiments Involving Acquisition Skew with and without Extreme Label
Skew
In this experiment, we aim to evaluate the generalization and personalization
metrics in relation to fully distributed datasets with and without extreme label
skew. Each hospital site was assigned distinct dataset resources, comprising
the COVID-19 Radiography dataset, the COVID-19 X-ray datasets (with three
and five classes), and the COVID-QU-Ex dataset, with no data reserved for
central testing. The central server instead evaluates the global model using

external testing datasets as the following:

a Extreme label skew:
Each site contains varying numbers of labels. The data for each label
are split into 90% for training and 10% for local validation, as shown
in Figure @ For central testing, an external dataset of COVID-19

Pakistani patients, comprising two labels, was utilized, as illustrated in
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Figure 4.7
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Figure 4.6: Training data settings used in data acquisition, experiment C (1.a).
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Figure 4.7: External data for testing the central model, experiment C(1.a).

b Fixed label distribution:
The same experiment was repeated with a standardized label set across
all sites, retaining only “normal” and “COVID” cases. This fixed-label
setup ensured a consistent evaluation of the model’s ability to handle

reduced label variability, as shown in Figure @.8]and Figure [4.9]
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Figure 4.8: External testing data in the central node, experiment C (1.b).
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Figure 4.9: Training data settings for data acquisition, which have the same modality
without extreme label skew, experiment C (1.b).
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2. Experiments regarding Modality Skew with Internal and External Data
for Central Test Set
In this series of experiments, we investigated the impact of modality skew on
the performance of FL by simulating scenarios where different hospital sites
utilize datasets obtained using varying imaging modalities. Inspired by similar
work conducted by Qayyum et al. [[75], in which X-rays and ultrasounds were
used across distributed nodes, we extended this approach by incorporating
both X-ray and CT modalities into our experiment. Each hospital site was
assigned a unique dataset resource: three sites used X-ray modalities sourced
from the COVID-19 Radiography dataset and the COVID-19 X-ray datasets
(with three and five classes), while one site used CT modality data, specifically

from the large COVID-19 CT scan dataset.

a Internal data testing:
In the first step of this experiment, the four datasets mentioned were
distributed across four hospital sites, as shown in Figure @.10] Sub-
sequently, 20% of each dataset was reserved for testing at the central
server using internal data settings, allowing the evaluation of the global

model’s performance, as depicted in Figure . 11]

b External data testing:
Here, the same experiment setup was repeated, but this time, the train-
ing data across the four sites consisted of the full datasets with common
labels (normal and COVID-19), as shown in Figure f.12] External
datasets—comprising images obtained via both X-ray and CT modali-

ties—were then used for testing at the central server which are COVID-
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The Number of Training Images per Class in Modality and Acquisition Skew with Internal Testset
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Figure 4.10: Training data for modality Skew experiment with internal testing set,
experiment C (2.a).
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Figure 4.11: Central testing data for experiment C (2.a)
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19 Pakistani X-ray dataset and MedRxiv dataset, as illustrated in Figure
M.T3] This approach evaluated the model’s ability to generalize across

modalities, with the global model being tested on external data sources.
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Figure 4.12: Training data for modality skew with external data test, experiment C
(2.b).
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Figure 4.13: External central test data with modality skew x-ray and CT datasets,
experiment C (2.b).

These experiment setups were designed to assess the robustness of the FL framework
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in handling data heterogeneity, specifically when imaging modalities vary across

distributed sites.

4.2.2 Hyperparameters Settings

All the image datasets were resized such that they had dimensions of 224 x 224,
collectively representing the three-color channels commonly associated with [RGB]
images and making up the input data. The images were then subjected to common
advanced data augmentation techniques [|87]], such as random rotations, flips, and
scaling, to enhance the diversity of the training data.

The model hyperparameters were the same for all experiments, as summarized in
Table FL was used to train the distributed data for 15 rounds to prevent any
disruption to the Google collab time limit. The local epoch was set to 10 to prevent
overtraining bias [88]. The batch size for all training sites was set to 32 to prevent
RAM overflow and crushing, and the batch size for central testing was set to 64.
The learning rate was tuned with a cost-consuming consideration of 0.001 and
an @ optimization function, resulting in a lower loss value [25]. In order to
prevent randomness in sampling [32]], we assumed there was a complete sampling
of all training sites in each round. This allowed us to evaluate the aggregated
model centrally and across all hospital sites, allowing for precise measurements of

generalization and personalization.
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Table 4.2: The settings of the model hyperparameters.

Parameters Values
Round number (R) 15
Local epoch (/) 10

Train/Test batch size (BS)

32 for distributed training / 64 for central testing

Learning rate (1)

0.001

Optimizer function SGD

Number of participants 4, assumed to be working in parallel
Aggregation strategy FedAvg

Image size 224 x 224

Augmentation methods

Training set: Images undergo random horizontal
flips and are normalized with

the specified mean and standard deviation for
each channel (RGB).

Testing set: The procedures applied are similar
to those used in training but

exclude random horizontal flips.

4.3 Evaluation Metrics

To evaluate the FL system of categorizing lung diseases and COVID-19 infection

based on lung image datasets, we used statistical performance metrics like accuracy,

which is commonly used in epidemiological and medical research, for all sites [46].

The confusion factors are the true-positive (TP), false-positive (FP), false-negative

(FN), and true-negative (TN) values, which are defined below:

TP—correctly predicted result;

FP—incorrectly predicted result;

TN—correctly predicted no-event value;

FN—incorrectly predicted no-event value.
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Based on the aforementioned factors, the accuracy metric regarding FL. was calcu-

lated for each site, as shown in Equation .1}

Accuracy = TP+ TN “4.1)
Y TP+TN+FP+FN '

Furthermore, the loss value is a numerical value generated and calculated via the
loss function during the training process. It serves as a crucial indicator, revealing
whether a model effectively converges towards an optimal solution. Loss values
provide vital insights into the performance and learning path of a model over the
training rounds in the FL framework. The optimizer then receives these values, iden-
tifying updated weights that enhance the model’s accuracy and overall performance,
thereby ensuring a robust and efficient learning process is maintained [[13]. We used
a multiple cross-entropy function, as shown in Equation .2} where y denotes the
true labels for class i, p is the predicted probability for class i, and the summation is

taken over all classes C.

C
H(y,p) = - Z yi - log(pi) (4.2)
i=1

In summary, we provided a detailed overview of the implementation process, cov-
ering material data, experimental settings for different types of non-1ID data distri-
butions, hyperparameter configurations, and evaluation metrics. These components
form the foundation for assessing the effectiveness of the proposed FL approach.
The next chapter presents the results and discusses their implications in relation
to model performance, generalization, and robustness under varying non-I1ID data

conditions.
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Results and Discussion

This chapter presents the experimental findings of the proposed FL framework.
The results are analyzed based on key performance metrics, including accuracy,
loss, and model convergence. Additionally, the impact of data heterogeneity on
model performance is examined. The discussion further interprets these results,
highlighting research directions, challenges, and potential implications in FL for

medical imaging.

5.1 Results

We categorized the framework implementation results based on the experiments
discussed in the implementation chapter . As mentioned earlier, our goal was not
to improve the performance of the FL system. This chapter presents a comparative

analysis of the global model’s generalization performance and localization perfor-
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mance and the personalization performance of the updated models across all training

sites in each experiment, organizing them into the following result groups.

5.1.1 Group A Results (IID Setting)

Under IID settings, all evaluation types show high and balanced accuracy, reflecting
stable and reliable generalization across participants. Accuracy values are consis-
tently high and uniform across all sites.The difference between local evaluation and
personalization is minimal, showing stable learning behavior. Generalization on

central testing data achieves 0.87, slightly lower but very close to local/personalized
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performance as shown in Figure [5.1]
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Figure 5.1: Results regarding IID distribution.
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5.1.2 Group B Results (Simple Skew)
Results Regarding Quantity Skew

The local model evaluations were similar for all hospitals (85-87), as shown in
Figure 5.2l At most hospital sites, the personalization model evaluations were
slightly better than the local ones after aggregation, indicating an improvement in
the global model’s ability to highlight a useful lung disease feature collected from
distributed sites. The IID setting led to a generalization metric that closely matched
the average personalization accuracy across all sites. All the metrics yielded similar
results, indicating the applicability of model updates for local data, both before
and after aggregation, across all sites as well as for the central testing data. These

findings reveal the stability of the improvements at all sites over the training rounds
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in the case of IID homogeneously distributed data.
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Figure 5.2: Results regarding quantity skew.
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Results Regarding Label Distribution Skew

The evaluations of the local model vary depending on the specific set of hospital
data. Figure [5.3] shows that most hospital sites (1, 2, and 4) achieved a higher
personalization. In contrast, Hospital 3 observed a reduction in personalization due
to local overfitting in training caused by limited training data. The accuracy of
the generalization metric was lower than the average of personalization across all
sites, that is, 91. This suggests that the global model is more robust for sites with
numerous and varied data, such as Hospitals 1, 2, and 3.

This finding indicates that the reported generalization metric, with a quantity/label
distribution skew, yields performance similar to that under IID settings, while a
personalization metric yields better results for this skew type. The generalization
metric achieved similar results in the IID case; references may have been made to

the same datasets with different partitioning strategies.
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Figure 5.3: Results regarding label distribution skew.
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Results Regarding Extreme Label Skew

As shown in Figure[5.4] most hospitals are missing one or more labels, and the local-
ity metric exhibits overfitting in training, leading to a biased model. Personalization
models address the issue of bias for sites with fewer data and labels. Hospital 1 has
little data and only one data label, causing overfitting in the local model (reported
accuracy = 100). However, the aggregative approach mitigated the impact of model
bias and resulted in a more robust model, as demonstrated by the reported result of
93% for the personalization model. At Hospital 2, there are two labels, namely, nor-
mal and COVID-19, and the results of the local evaluation and personalization are
convergent. Also, Hospital 3 has two labels but shows variations between the local
and personal models. Hospital 4 has all data labels and shows convergent results for
both local evaluation and personalization. Thus, Hospitals 1 and 3 have more data
falling under the normal class in their datasets; therefore, the aggregative model
was trained to a greater degree on the features of normal images at distributed sites.
So, higher accuracy was achieved on the testing set that contains normal images.
However, the smaller size of lung opacity images at the distributed sites resulted in
a larger gap between the global and local models.

The experiments showing results with extreme non-IID reveal the lowest accuracy in
terms of generalization. However, the global averaging model can enhance the local
model’s performance for participants trained on a specific label. Because the variety
of their own data is very limited (i.e., their data are split from the same resource),
overfitting during the training process leads to high bias in the DL model. This type

of skewness necessitates further investigations into the behavior of updated models
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Figure 5.4: Results regarding non-IID distribution with extreme label skew.

at each site, both before and after aggregation.

5.1.3 Group C Results (Hyper-Skewness)

Results Regarding Acquisition Skew with and Without Extreme Labels

The results of the experiments with and without extreme label skew revealed the

great stability of the training process over the rounds, as shown in Figure[5.5] With

the extreme label skew, the prediction accuracy for external data decreased to less

than 1% (as shown by the blue curve in Figure 18 for rounds 7, 11 and 15) due to

distractions in the training process caused by variant labels in distributed data with

insufficient numbers, which were often available in one place and absent in another.

Moreover, Figure [5.6] shows a comparison between the loss prediction values for

the central model and the average of the personal model in all training sites with
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Figure 5.5: Generalization accuracy with and without extreme label skew.

and without extreme label skew, revealing lower loss prediction in the internal data

locally and centrally in the external data without extreme label skew. Also, in this

case, extreme label skew led to an oscillating loss curve, which reflects bad training

data. Therefore, in the case of data acquisition skew, it could be helpful to generalize

the global model on a new dataset that has the same training labels in all distributed

sites and has undergone more training rounds. That means extreme label skew

causes divergence and instability in improving accuracy over training rounds in FL.
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Figure 5.6: Generalization and personalization loss values with and without extreme

label skew.
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Results Regarding Modality Skew with Internal and External Data

In Figure[5.7] the local internal data seems similar to the local external data for all
hospitals, except that Hospital 3’s local internal accuracy was reduced to 0.19%,
which might have occurred because there were more labels in this hospital’s dataset.
Moreover, the values of the personal external data for all the hospitals are signifi-
cantly higher than those for the personal metric subjected to internal data testing.
However, the personalized metric that underwent internal testing in Hospital 3 was
used to train a model using one more unique label: bacterial pneumonia. This site
combined two skew-type extreme labels with acquisition skews.

The generated personalization model could not accurately classify the local data.
However, the ratio of the locality to personalization metrics in the external testing
case better reflects the ability of all sites to contribute to building a global model and
benefit from the resulting local updates. The generalization metric for the internal
testing data is 6% higher than that for the external test data. This result was ex-
pected because the global model was tested on the same data that it was previously
trained on. However, both of them exhibited insignificant improvements over 10
local epochs and 15 rounds.

Figure [5.8] shows a comparison between the loss prediction values for the central
model and the average loss of the personal model at all training sites with internal
and external testing data. It reveals lower loss prediction locally and centrally for
the external. This result might be due to the limited prediction labels in the exter-
nal data, which consist of only two labels in each modality, while there were five

prediction labels for the internal data. Therefore, modality skew with extreme label
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Figure 5.7: Accuracy results regarding modality skew testing for internal vs. external
data.

skew led to higher degradation in the performance accuracy of FL, especially for
the personalization metric.

Figure |3;9| shows the confusion matrix of the internal testing data; it visualizes the
prediction of five labels, and the label with the truest prediction has the viral pneu-
monia label. The prediction number for the bacterial pneumonia label is zero, and
most images were erroneously predicted to be viral pneumonia. That means that the
aggregate model could not generalize the features that appear at the single hospital
site. Therefore, the prediction of unique labels in FL is an unsolved problem that
requires further investigation.

On other hand, the confusion matrix for the external test data revealed a higher true

positive prediction rate for the CVOID-19 label, as Figure [5.10]shows. However, it
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Figure 5.8: Results regarding generalization and personalization loss for internal
and external datasets.

did not identify normal cases. The precision is 50% for both classes, indicating a
severe imbalance in prediction behavior. Reflects a lack of robustness and fails to

generalize to real-world situations.
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Figure 5.9: Confusion matrix of modality skew for testing using external data.
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Figure 5.10: Confusion matrix for modality skew regarding testing on the internal
dataset.

5.2 Discussion

When FL is used for COVID-19 lung imaging data, data heterogeneity can sig-
nificantly impact classification performance. In our results, we observed that the
generalization metric yielded similar results in the IID case, indicating that a skew
in the quantity/label distribution for similar features of distributed data—such as in
this experiment, where a single dataset was distributed across multiple sites—does
not have a negative impact on the global model. However, an extreme label distri-
bution was found to have a more negative impact on the generalization metric. The
averaging equation interpreted this by aggregating data of the same size and model
architecture in various ways throughout the rounds. Therefore, the global models
appeared to be similar in experiments of group B, all of which were conducted
using internal central data. This issue primarily affected the personalization metric,
potentially leading to biased results for certain sites.

From the results, we gleaned that the larger gap between the results of locality and

personalization metrics indicated an issue in the training process for the site in ques-
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tion; if the locality accuracy was higher, that means there was local model overfitting
and aggregation models from the other site would be able to overcome this local-
ity issue. However, if the personalization metric was higher, then the aggregation
strategy of the updated models succeeded in creating robust global models, and the
opposite of the above is true. Thus, FL provides a solution to two common issues:
trying to obtain a better balance of biased weights for sites with overfitting when
training using a small dataset and when sites have a large dataset with scarce or
vague features.

Therefore, hospital sites with limited datasets can acquire significant benefits from
participating in FL partnerships. This is most likely a result of FL’s ability to re-
duce bias in models trained on homogenous data and capture greater variation than
local training. In one hospital or population, a demographic or age group that is
underrepresented may be well-represented in another, such as children who may
reflect features different from COVID-19, including other diseases detected via lung
imaging [3]].

An instance where data acquisition skew may occur is when one has two X-ray
images: one from a hospital with modern, high-resolution equipment and another
from a hospital with older, less sophisticated technology. The image from the first
hospital might have clear, sharp features, making lung abnormalities like opac-
ity more visible, whereas the image from the second one could appear grainy or
blurred, obscuring those same features. This variation in image quality directly
influences how well a model can classify the data. A model trained primarily on
high-resolution images may perform well for similar high-quality data but struggles

when faced with lower-quality images. This mismatch can reduce a model’s ability
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to generalize across different hospitals with varying imaging systems. Such chal-
lenges have been extensively observed in medical imaging studies, where equipment
and protocol differences can lead to biased model performance, favoring data from
higher-quality sources while neglecting others [21].

In regard to modality skew, shifting the application of FL training from X-ray to CT
data challenges a model’s adaptability. A model trained exclusively on one modality
often struggles to interpret data from another, as features appear in different forms.
This gap highlights the necessity of training across multiple modalities to ensure
robust performance across varying imaging technologies [[74].

In the hyper-skewness experiments, we dealt with medical imaging data that were
highly varied because they were obtained from various sources and using different
modalities, such as X-ray and CT imaging. Aggregation methods such as FedAvg
are likely to fail when extreme label skew is accompanied by data acquisition or
modality skew. The results show that broadcasting the model from the central node
to the distributed sites with different modalities led to worse performance, leading
to findings that indicate the infeasibility of training a model using distributed data
obtained with varying data modalities. We could even conduct an infare experiment
for generalizing result on out-sample even with a clustering architecture [74] or by
integrating more than one modality at a training site [7/3]. This is because sharing
the same global model with different modalities leads to significant differences in
the updated models over various training rounds. Variations in image texture and
lung view angle and the incorporation of different organs across modalities lead to
the creation of bad training data and, thus, the generation of an unstable prediction

model. Most image classification models update weights based on detecting edges
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during the convolutional process of the training model. The local training model
repeats this process over several epochs to optimize the weights corresponding to
the features of edge pixels. Over rounds, the aggregation strategy averages these
weights, resulting in a global model that suffers from underfitting. This explains the
significant decline in the generalization and personalization metrics for group C’s
outcomes.

In summary, as illustrated in Figure [5.11] extreme label skew constitutes a critical
red flag for distributional fairness. The figure depicts a spectrum of data skew types
ordered by their impact on FL performance, ranging from “Worst Skew Perfor-
mance” on the left to “Adequate Skew Performance” on the right. Modality skew
ranks as the second most detrimental, since discrepancies in imaging modalities
lead the model to learn features that do not generalize across domains. By con-
trast, acquisition skew and quantity/label distribution skew are comparatively more

tolerable or amenable to correction.

Wors S Pefrmtee Adequate Skew Performance

Quantity/Label distribution

Extreme Label Skew Modality Skew Acquisition Skew Y

Figure 5.11: A spectrum of data skew types ranked by their impact on model
performance

Furthermore, training with hyper-skew types with extreme label skew led to sig-
nificant degradation in the personalization metric. The results of experiments C
revealed there were no predictions of a unique label for a single site because of the

aggregation of distributed models averaged over the size of the data. Therefore, the
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unique label size that exists for one site across all the training samples might have
a low ratio. This requires more investigation with variant data samples to make
a fair judgment about the feasibility of training real distributed data with extreme
label skew without preprocessing to unify the prediction labels. Further investiga-
tions required to shift hyper-skewed datasets from the worst-skew region toward the
adequate-skew region of the heterogeneity spectrum.

The final finding supports the notion that the purpose of distributed training data is
to enhance the model’s generalization and lessen the influence of overfitting caused
by acquiring variable data obtained with similar modalities. However, we should
prioritize preserving the specialization of local features like labeling, annotation,
acquisition protocols, and capture devices, all of which are associated with person-

alization models.
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Conclusion and Future Works

This chapter summarizes the key findings and contributions of this research, high-
lighting the effectiveness of understanding data heterogeneity challenges of FL in
medical imaging. The study explored the impact of different non-1ID data dis-
tributions on model performance and demonstrated the effectiveness of training
COVID-19 lung imaging data under varying conditions. The implementation de-
tails, including dataset preparation, hyperparameter tuning, and evaluation metrics,
were systematically designed to ensure a comprehensive analysis of FL in a realistic
COVID-19 lung imaging scenario. Furthermore, this chapter discusses the limi-
tations of the current work and proposes potential directions for future research.
It summarizes the challenges posed by data heterogeneity, privacy concerns, and
computational constraints. Most of the findings could be generalized to the field of

medical images for practical deployment in real-world healthcare applications.
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6.1 Conclusion

FL provides promising solutions to mitigate privacy risks that hinder the full utility
of medical data. It significantly enhances the applicability of various hospitals
and medical institutions worldwide, enabling the construction of a global model.
This provides the medical field with more generalizable results, emphasizing the
relationships between the various COVID-19 variables. This is crucial for ensuring
the results’ generalizability across a larger population. Furthermore, it is crucial for
the FL facility to maintain updated models with newly generated data from various
sources, ensuring they align with current trends and strains, particularly given the
evolving nature of COVID-19 [89].

This study discussed one of the main obstacles challenging FL’s applicability, which
is the lack of standardization of medical imaging data, and this rise in heterogeneous
data across distributed hospitals and medical institutions is called non-IID. The
non-IID issue arises when data distributions across different sites are heterogeneous,
leading to challenges in model training and generalization. In this research, the types
of skewness in data heterogeneity are described as the real situation mentioned in
the radiologist field [90]]. As described, the types and sources of data skewness can
hinder the aggregated model’s performance. This variety can lead to unfair model
updates, where some hospital site data have a greater impact on the overall model
than they should, making the model less useful across different patient populations
and medical settings. Non-IID data can also worsen overfitting problems because
models may become too specific to the features of a few medical resources, and not

enough attention is paid to the wider range of variations in the smaller resources.
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6.2 System Limitation and Future Works

This work presents an experimental study on the impact of non-IID data in FL for
medical imaging, analyzing how different types of data heterogeneity affect model
performance. Through extensive experiments, we evaluate the challenges posed
by skewed data distributions and assess their implications for FL. convergence and
accuracy. Our findings provide insights into the limitations of FL under non-I1ID
conditions and highlight potential directions for future improvements.

One limitation of this study is the inability to implement feature skew due to the
anonymization process of open-source datasets. Privacy regulations enforce strict
measures to prevent patient record leakage, restricting access to certain features in
medical images and limiting the ability to analyze feature distribution imbalances
effectively.

Another major challenge is the quality of training data. According to radiology
experts, many open-source [DICOM]| datasets obtained from published studies or
educational platforms do not adhere strictly toDICOM]standards [4]. These datasets
often exhibit low-quality acquisition [90] and weak standardization, which can
impact the reliability of model training and evaluation.

Furthermore, computational constraints posed a significant challenge. The paid
server, which limits execution time to a maximum of 24 hours per
session, restricted our ability to conduct prolonged training experiments. Despite
utilizing the highest available GPU and RAM configurations, execution failures were
encountered when the training batch size exceeded 23, underscoring the platform’s

computational limitations.
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Future research should focus on addressing data heterogeneity challenges in FL by
developing formal metrics to quantify the degree of data skew, enabling precise
characterization of label, modality, and acquisition disparities. Adaptive strategies
should be implemented to dynamically adjust key training parameters based on the
specific skew type, ensuring more stable convergence. Additionally, introducing a
Trainability Score could help predict the likelihood of successful training outcomes,
guiding model selection and configuration. Finally, creating benchmark datasets
with controlled skew types would allow for systematic evaluation of model resilience

and generalizability under diverse heterogeneity scenarios.

6.3 Research Directions

Table [A.T]in the appendix 1 shows the summarization of original papers that used
FL framework to analysis and training COVID-19 lung medical imaging. Several
research studies on the non-1ID problem focused on comparing the performance
of different models and the model’s ability to achieve stable accuracy results over
the training rounds [24, 89]. Other studies looked at how different hyperparameter
settings affected the results of FL for different types of data skewness and tried to
find a logical relationship between these factor settings in different situations of data
heterogeneity [25]. In addition, those research studies focused on examining the
various types of distributed data skewness and providing solutions to mitigate their
impacts.

Many other common issues within the FL framework, such as privacy and security,

communication, and system resources. To ensure FLs success in various medical
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applications beyond the diagnosis and segmentation of COVID-19 infection from

lung imaging data.The following outlines the directions of common technical issues.

6.3.1 Communication Issues

The communication links between servers and participating hospitals were used to
share the weights of DL models for local medical image training. In the COVID-19
situation, reliable/synchronized communication is required to ensure the ability of
participants to measure each contribution to the global model computation. There-
fore, improvements in communication might adjust the links based on three factors:
the size of the model, the number of rounds, and the available bandwidth. Medical
image training typically involves a large model with millions of weights, necessitat-
ing the upload and download of numerous megabytes. For example, ResNetlmodels
are the most successful for COVID-19 images, and [3D-ResNet101]is 85.21 MB in

size [|62]].

Similarly, size presents a challenge to FL performance, especially with the en-
cryption overheads of privacy-preserving methods. The fusion model successfully
minimizes the classification model, yielding satisfactory outcomes [73]. However,
further research is required to understand its influence on various non-IID skewness.
The integration of FL and knowledge distillation boosts the volume of computational
data, leading to an improvement in communication efficiency and training through-
put. When evaluated on two sets of medical image segmentation datasets, their
results demonstrate data privacy, reduced communication costs, and improved ac-

curacy when using TransUNet and ResUNet as teacher models [91]].
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The number of rounds is essential to consider; as mentioned, the COVID-19 medical
situation requires a lower number of rounds than the FL. implementation in another
domain. However, many experimental studies [25) 92,130, 132} [62]] provided results
after 15 rounds as a minimum for their evaluation, with some studies requiring
up to 200 rounds. Observing the ratio of improvements in global model accuracy
with increasing numbers of rounds revealed that it became insignificant after a few
rounds in non-IID situations. However, in the IID situation, the global model conver-
gence significantly improved after a few rounds, starting from the first 5-10 training
rounds. Chowdhury et al. [[/0] observed stable convergence after the third round.
To determine the stopping point of systems with low-performance improvements,

further experiments are required.

6.3.2 Privacy and Security Issues

FL frameworks provide partial privacy and security. Guaranteed privacy is required
to avoid reverse engineering attacks against local model updates, and numerous
attacks have been reported in the FL system, as illustrated in Table[6.1] It is possible
to implement privacy-preserving methods over three entities in FL systems, namely,
images, local updates and global models, and communication channels, which can
prevent any re-identification and reconstructor attacks. Reducing image quality by
adding an amount of noise significantly degrades model performance [35]. Finding
methods to preserve patient privacy requires more effort. This method works for
both local and global models. It adds noise to the model’s weights when it collects

models from sites or uses on the weights that are shared (step 3 of Figure[2.T]or step

101



Chapter 6 6.3. Research Directions

Table 6.1: Types of Attacks in FL

Attack Name Description of Impact Methods
Reconstructor At- | The image features are re- | DP/HE.
tacks trieved from the local updated

weights.

Poisoning Model | A local model trained on fake | Measure the quality of
labels or irrelevant datasets | local updates, which is
aimed at harming a global | still an open issue in FL
model is uploaded. systems.

1 of Figure[2.2). HE has a lower impact on model accuracy because it depends on the
encryption on the local side and the decryption on the server side. However, it has
higher computational overheads than DP [8]]. The Secure Multi-Party Channel or
method encrypts communication channels between servers and participant nodes.
Reports have indicated that it boasts a high number of communication channels [35],
while blockchain-based systems are also used to maintain secure communication
channels [17] and improve the accountability and accessibility of FL. frameworks
[30L 93]]. For further details about FL attacks in the medical image domain, Kessie
et al. [10] provided a comprehensive review of secure and private methods for FL.

in medical imaging.

6.3.3 System Resource Issues

For hospitals and medical institutions, computational resources are usually limited.
High computational resources, GPUs, bandwidth, and secure storage are essential
for an efficient FL framework. The complexity of tuning hyperparameters in an FL.

setting and detecting errors in deployment and configuration over various resources
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may necessitate the involvement of numerous technical experts [60]. In FL, it is cru-
cial to understand that every single training round functions completely independent
of the participating sites. The selecting of optimal local epoch, batch size, learning
rate, training model, and number of rounds are factors significantly influence on the
robustness performance [48]]. Abdul Salam et al. [25] identified which factors affect
model accuracy and loss, such as activation function, model optimizer, learning
rate, number of rounds, and data size in IID settings. However, in the context of
non-IID medical imaging, further investigation is required. We suggest classifying
the configuration factors into high impact and low impact, with the aim of reducing

negative performance.

6.4 Recommendations

FL in medical imaging succeeded in creating a private environment to process these
sensitive data. However, it suffers from inconsistent results because the training re-
lies on insufficient medical imaging data for COVID-19. Many open-source datasets

are published in technical communities such as [Kaggle| and [GitHub| [94]; unfortu-

nately, these datasets have low quality and are not confirmed by validation or testing
radiology methods to support measurement experiments. Data quality plays a vital
role in the analysis of information about COVID-19 and patients, and to avoid the
pitfalls of FL applications, the garbage in, garbage out theory must be considered.
To be useful for technical applications, each collection of medical images must pass
evaluation and validation checks performed by more than one radiology expert. In

addition, a dataset must have annotated labels, segmentation, and reports based on
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Al application needs, such as the[RSNA|dataset [95] and BIMCV]dataset [96]. The
findings advise medical institutions and hospitals to collaborate with ML researchers
to access high-quality datasets. Researchers note that the[DICOM]standard provides
a step forward for FL because it eliminates the challenges of data heterogeneity in
distributed environments [[10].

As well as heterogeneity of software and hardware, are variables that could be diffi-
cult to tune efficiently without in-depth investigation and practical experimentation.
Identifying the FL framework with effective hyperparameter settings for medical
images needs further work. It is important to study the trade-off settings in the case
of non-IID data, such as the number of local epochs against GPU consumption, the
number of rounds against accuracy, the number of participants, and the convergence
rate against the batch size. Furthermore, more experiments are needed to define the
proper aggregation strategy, activation function, and generalizability of the global
model without compromising the personality of the local model.

Moreover, researchers are required to provide further investigations about the solu-
tions to data heterogeneity by studying the mentioned skewness issues. In addition,
more efforts are required to reduce the communication cost and find a recovery
strategy in case of lost connections or dropping one or more communication sites
during the training round.

Improving FL frameworks and overcoming these challenges can provide promis-
ing results for valuable studies in the medical field. This requires researchers to
broaden the benefits of FL for COVID-19 data beyond just identifying the disease or
extracting the affected part of the lung to encompass a wide range of applications,

especially studies identifying the relationship between COVID-19 and patient im-
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munity, genetic impact, and chronic diseases. FL enables studies on larger samples
to gain reliable results.

Besides the technical perspective, clinical efforts are required to reflect the theoreti-
cal and simulation results in real-life situations. However, validation by independent
medical researchers is crucial for predictive analytics [97]]. Clinical recommenda-
tions should advocate publicly available and verified algorithms, and adequate and
in-depth analysis of data complexity is necessary. For example, in survival cases,
some prognostic results should be tracked for 30 days. Monitoring patients and
analyzing their updates, whether they have recovered or died within that period,
could be necessary as part of the risk management framework.

We highly recommend broadening the contact between researchers from both the
medical and technical fields to facilitate studies about COVID-19 virus behaviors.
The FL method could effectively process the variety of COVID-19 viral sequences,
which aids medical studies in tracing the origins and transmission pathways of in-
fections [3]. These data are crucial for improving global contact tracking, guiding
epidemiological studies, and supporting broader public health campaigns to stop the
virus’s spread. The distributed samples that FL trains are also useful for studying
and understanding how quickly COVID-19 sequences change. This has caused a lot
of worry about the appearance of new variants that might be more virulent or more
easily spread than the strains that are already out there.

Additionally, it could provide an answer to a crucial question in the context of vi-

ral evolution: could specific mutations within the [Viral RNA Sequence| potentially

undermine the effectiveness of existing vaccines? This could potentially aid in the

development of new immune strategies to combat the virus.
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In conclusion, this work presents an experimental study on the impact of non-I1D data
in FL for medical imaging, analyzing how different types of data heterogeneity affect
model performance. Through extensive experiments, we evaluate the challenges
posed by skewed data distributions and assess their implications for FL. convergence
and accuracy. Our findings provide insights into the limitations of FL under non-1ID

conditions and highlight potential directions for future improvements.
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Appendix 1

A Additional Research Directions

Table [A.T] presents a summary of notable studies that have explored the issue of
data heterogeneity in federated learning for COVID-19 lung imaging. These works
highlight various strategies, applications, and limitations in addressing this critical

challenge.

Table A.1: A summary of proposed FL framework for COVID-19 lung medical

imaging.

Study Aim Application Contributions Limitations
Xu et | Compares Diagnosing CT | Comparable Trade-off between
al., 2020 | FL model | lung images | sensitivity- performance and
[63] accuracy with | (COVID-19, viral | specificity with | communication; 16

radiologists in | pneumonia, bac- | radiologists; real FL | hours for 200 rounds

diagnosis terial pneumonia, | experiments  with

healthy) three hospitals in
Wuhan

Zhang et | Improves Diagnosing X-ray | Reduced = commu- | Did not consider
al., 2021 | communica- and CT lung | nication overhead | reverse engineering
[Z3] tion efficiency | images (COVID- | (model scaled to | threats

using dynamic | 19, pneumonia, | 1/16 time of galaxy

fusion FL

healthy)

FL)
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Study Aim Application Contributions Limitations
Feki et | Investigates Diagnosing chest | More rounds im- | Small dataset (108
al.,, 2021 | FL  settings | X-ray images | proved accuracy; | COVID-19 images)
[14] with non-IID | (COVID-19, more participants led
and unbal- | healthy) to fast convergence;
anced data labeled distribution
skew worsened
performance
Liu et | Compares FL | Diagnosing X-ray | ResNeXt performed | Models trained on
al., 2021 | performance lung images | best on COVID-19 | 2% COVID-19 la-
[24] of four DL | (COVID-19, images bels; ignored non-
models pneumonia, IID issues
healthy)
Jablecki | Measures non- | Diagnosing chest | More local epochs | First round had
et al., | [ID impact on | X-ray images | increased GPU time | longest  execution
2021 FL accuracy (COVID-19, but not accuracy; | time due to Tensor-
(7770 pneumonia, Non-IID reduced ac- | Flow; ignored GPU
healthy) curacy from 0.923 to | resource limits
0.39
Dou et | Improves FL | Quantifying Larger datasets re- | 40ms per test round;
al., 2021 | generaliz- lesions from | duced model bias | ignored reverse engi-
[29] ability using | COVID-19 CT | and improved gener- | neering threats
multi-hospital | images alizability
data
Qayyum | Addresses Diagnosing chest | Shared models | Did not specify data
et al., | imaging X-rays and wul-|across  modalities | distribution across
2022 modality trasound images | improved generaliz- | clients; privacy not
[74] heterogeneity | (COVID-19, nor- | ability guaranteed
mal)
Yang et | Evaluates FL | Segmenting Data augmentation | Did not address non-
al., 2021 | with heteroge- | and  annotating | improved model | [ID impact or bias
[31] neous data and | COVID-19 lung | generalizability; detection
unlabeled data | lesions (CT | trade-off needed
images) for aggregation
frequency
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Study

Aim

Application

Contributions

Limitations

Bai et | Tests FL with | Diagnosing chest | Reported FLOPS for | Lacked bias analy-
al., 2021 | highly hetero- | X-ray images | different models sis; ignored partici-
[62] geneous data | (COVID-19, pant dropout effects
pneumonia,
healthy)
Kumar | Overcomes COVID-19 seg- | Introduced dataset | Did not  report
et al., | centraliza- mentation and | (34,006 CT scans, | blockchain latency
2021 tion with | classification 89 patients); FL | or cost efficiency
(711 blockchain model accuracy
and HE 84.21%
Abdul et | Studies FL | Diagnosing chest | Softmax + SGD gave | Results limited due
al., 2021 | hyperparame- | X-ray images | best accuracy/loss to  incompatibility
[25] ter impact on | (COVID-19, with other studies
accuracy/loss | pneumonia,
healthy)
Zhang et | Uses ~ GANs | Diagnosing chest | Fake images im- | Considered only
al.,, 2021 |and DP to | X-ray images | proved accuracy | label distribution
[65] improve FL. (COVID-19, (0.84%) and reduced | skew, ignoring other
pneumonia, loss (3.0%) skew types
healthy)
Dong et | Labels wunla- | COVID-19 diag- | Reduced annotation | No privacy-
al., 2021 | beled data us- | nosis (FL with | costs; improved per- | preserving methods
[64]] ing contrastive | metadata transfer) | formance over Fe- | applied
learning dAvg
Dayan et | Uses FL for | Predicting me- | FL performed well | Did not report com-
al., 2021 | predicting chanical ventila- | with 25% weight | putational cost/time
[32]] oxygen needs | tion or death updates;  diversity
improved generaliz-
ability (38%)
Nguyen | Uses GANSs to | Diagnosing chest | Improved generaliz- | No privacy-
et al., | generate syn- | X-rays (COVID- | ability of models preserving methods
2021 thetic ~ X-ray | 19, pneumonia, applied
[92] images healthy)
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Study Aim Application Contributions Limitations
Lo et | Improves FL | Diagnosing chest | Blockchain contracts | No privacy measures
al., 2021 | fairness using | X-rays (COVID- | improved account- | implemented
[66] blockchain 19, pneumonia, | ability

opacity, healthy)
Bhattachar}aintains Diagnosing chest | Personalized client | Ignored privacy at-
et al., | non-1ID nature | X-rays (COVID- | models improved lo- | tacks; unclear sys-
2022 using  three | 19, healthy) cal performance tem configuration
[59] data sources

Ho et
al., 2022

Enhances pri-
vacy and accu-

Diagnosing chest
X-rays (COVID-

SPP-CNN
best accuracy;

achieved
DP

imbalance
COVID-19

Dataset
(3616

[69] racy with FL. | 19, pneumonia, | noise reduced accu- | vs. 10,192 normal
healthy) racy by 0.17% images)

Kumar | Uses Diagnosing chest | Ensured model qual- | Blockchain latency
et al., | blockchain- X-rays (COVID- | ity; HE reduced ac- | caused delays
2022 ledger HE to | 19, pneumonia, | curacy drop
[17] improve FL. healthy)
Wang et | Reduces FL | Diagnosing CT | Asynchronous FL | Ensuring local
al., 2022 | third-party de- | lung images | performed well even | model quality was
[30] pendence us- | (COVID-19, with non-1ID difficult

ing blockchain | healthy)
Kandati | Reduces Diagnosing X-ray | Effective for small | High global model
and communi- images (Nor- | datasets with few | conversion time;
Gadekallu, cation cost | mal, COVID-19, | participants large search space
2023 using swarm | pneumonia)
(O8] optimization
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Glossary

3D-ResNet101 A deep 3D convolutional residual network with 101 layers, de-
signed for spatiotemporal data processing such as medical imaging and video

analysis. [T00]

BIMCYV Biomedical Imaging Center of Valencia is a medical research institution
in Spain that provides open-access medical imaging datasets, particularly for
research in radiology and artificial intelligence. [T04]

CAD Computer-aided diagnosis system embedded in most imaging devices. [2]

COVID-19 stands for Coronavirus Disease 2019. It is caused by the severe acute
respiratory syndrome coronavirus 2 (SARS-CoV-2) . []]

CT A CT scan (Computed Tomography scan) is an advanced medical imaging
technique that uses X-rays and computer processing to generate detailed cross-
sectional images of the body. It provides more detailed information than
regular X-ray images, making it particularly useful for diagnosing diseases
affecting soft tissues, bones, and organs. @

DICOM Digital Imaging and Communications in Medicine is an international
standard for storing, transmitting, and managing medical imaging data. [24]

(08} [T04]

ENIGMA project for Enhancing Neuro Imaging Genetics through Meta-analysis.
15

GitHub A web-based platform for version control and collaborative software de-
velopment using Git, enabling developers to manage, track, and collaborate
on code projects. [103]
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Google Colab Google Colaboratory is a cloud-based platform that allows users
to write and execute Python code in a Jupyter Notebook environment. It is
widely used for machine learning, deep learning, and data science projects
due to its free access to GPUs and TPUs. Google Colab supports libraries
like TensorFlow and PyTorch, making it ideal for Al research. However, the
free and paid versions have limitations, such as session timeouts (maximum
24 hours), restricted RAM and GPU availability, and execution limits, which
can impact large-scale training tasks. O8]

HFL Horizontal Federated Learning works in collection of data records from dis-
tributed datasets.

Kaggle An online platform for data science and machine learning competitions,
offering datasets, notebooks, and cloud-based tools for collaborative Al de-

velopment. [I03]

ResNet Residual Network is a deep neural network architecture introduced by
Microsoft Research in 2015, designed to train very deep networks effectively.
It won the ImageNet Large Scale Visual Recognition Challenge (ILSVRC) in
2015 by a significant margin and has since become a foundational model in
computer vision tasks. [T00]

RGB (Red-Green-Blue) is a color model where colors are formed by combining
different intensities of red, green, and blue light. @

RSNA Radiological Society of North America is a non-profit professional orga-
nization dedicated to advancing radiology through education, research, and
innovation. RSNA hosts one of the largest annual conferences in medical
imaging and provides open-access datasets, such as the RSNA Pneumonia
Detection Challenge dataset and the RSNA COVID-19 Dataset, which are
widely used in medical Al research. [T04]

RT-PCR manual reverse transcription-polymerase chain reaction tests. 2]

SGD Stochastic Gradient Descent is an optimization algorithm used to minimize
loss functions in machine learning by updating model parameters iteratively.
It updates weights using a small batch or single sample at a time, making it
efficient for large-scale datasets and deep learning tasks.. [7§]
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Viral RNA Sequence The genetic material of an RNA virus, composed of ribonu-
cleic acid (RNA), which encodes the information required for viral replica-
tion and infection. RNA viruses can be single-stranded (ssSRNA) or double-
stranded (dsRNA). [103]
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